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Abstract

The Ambient Calculus was developed by Cardelli and Gordon as a formal frame-
work to study issues of mobility and migrant code. Numerous analyses have been
developed for numerous variants of that calculus. We take up the challenge of de-
veloping, in a type-based setting, a relatively precise “topology” analysis for the
original version of the calculus. To compensate for the lack of “co-capabilities” (an
otherwise increasingly popular extension), the analysis is flow-sensitive, with the
actions of processes being summarized by “behaviors”.

A subject reduction property guarantees that for a well-typed process, the lo-
cation of any ambient is included in what is predicted by its type; additionally it
ensures that communicating subprocesses agree on their “topic of conversation”.
Based on techniques borrowed from finite automata theory, type checking of type-
annotated processes is decidable.

1 Introduction

For program analysis, several frameworks have been devised, as described in
the excellent textbook [NNH99|. One can construct isomorphisms between
some of these [PP01,AT00,NP05] though abstract interpretation seems the
most powerful [Cou97]. My focus has mostly been on type systems, in partic-
ular when augmented with “effects”.
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Effect systems were proposed in [LG88| and further developed in, e.g., [TJ94].
In the context of analyzing Concurrent ML [Rep91], effects were augmented
[INNO93,NNO4| with temporal information. The resulting behaviors enable a
“flow-sensitive” analysis: for two statements S; and S5, the analysis of S1;.5
is different from the analysis of Ss; S].

Together with the Nielson’s, I developed the theory of types and behaviors
for Concurrent ML, culminating with [ANN99]. As reported in [NANO9S], the
resulting tool greatly assisted in validating a number of safety properties for
“realistic” concurrent systems, and also revealed® a subtle error in a system
designed by formal methods.

Later, I focused on the ambient calculus (AC), developed by Cardelli & Gordon
[CGI98] as a framework for mobile computation where “ambients”, containing
active processes (and not just passive code), can move around—in and out of
other ambients, thus forming a dynamic tree structure. The model also fea-
tures communication, in that values can be exchanged between neighboring
processes. Over the years, numerous variants and extensions of the “classical”
ambient calculus have been proposed: “safe ambients” [L.S00,GYY00], “boxed
ambients” [BCC01,BCMS02,BCDCGO04], “controlled ambients” [TZH02], BioAm-
bients [NNP04], etc.

Early type systems for AC were flow-insensitive, initially [CG99] designed to
ensure that each ambient has a unique “topic of conversation”. This precludes
configurations like

r[{7) | (z : int).in ¢.(z = 42)] | ¢[open r.(y : bool).P] (1)

where even though r allows both integers and booleans to be communicated,
all values received are of the expected type, as seen by the fact that the only
possible reduction sequence is

3 One of the safety requirements was that a certain table must not be moved down-
ward if it is in its lower position, and not moved upward if it is in its upper po-
sition. After automatically constructing the behavior for the table, and extracting
the operations relevant for the given requirement, it became evident that wrt. these
operations the program in question works by iterating a cycle which (i) moves the
table upward; (ii) checks if the table is in its upper position; (iii) moves the table
downward; (iv) checks if the table is in its lower position. This clearly violates the
given requirement if the initial state of the table happens to be the upper position.



(1) — (integer 7 is output and bound to z)

rlin ¢.(7 = 42)] | g[open r.(y : bool).P
q[r[{7 = 42)] | open r.(y : bool).P
q[(7 =42) | (y : bool).P

q[Ply := false]

(

— (ambient r enters ambient q)
(ambient r is dissolved inside q)
(

)

]

] —
] — (boolean is output and bound to y)
]

To allow for multiple topics of conversation, in [AKPGO01,AKPG02] we pro-
posed a flow-sensitive type system, assigning behaviors to processes. (This

is akin to the session types [GH99], or the graph types [Yos96], for the -
calculus.)

A key challenge for any analysis of AC, with potential applications for security,
is to predict the shape of the dynamic tree structures:

which ambients can end up where? (2)

This was first addressed by the flow-insensitive analysis of [CGGO00]. Note,
however, that a precise answer to (2) requires flow-sensitivity, as illustrated by
the two processes below which are equal modulo permutation of “capabilities”:

plopen ¢] | ¢[in p.in r.out r] | r[0] (3)
plopen ¢] | ¢[in r.out r.in p] | [0] (4)

Both processes are deterministic, with reduction sequences given by

3) — (4) —
plg[in r.out r] | open g] | r[0] — |p[open ¢] | r[g[out r.in p]] —
plinr.out r] | r[0] —| p[open g] | ¢[in p] | r[0] —
r[plout r]] —|  p[q[0] | open ¢] | 7[0] —
plo] | r[0] p[o] | r[0]

We see that (3) allows p to be located inside r, whereas (4) does not. The dif-
ference is that when p opens ¢ in (3), ¢ has an in r “capability” left, whereas
when p opens ¢ in (4), that capability has already been consumed. The impli-
cations are that when analyzing the occurrence of open q in p, we must know
which of the capabilities of q are still left, as those will be the ones “unleashed”
within p. This cannot be done in a flow insensitive setting, a fact that was
early recognized as a general obstacle to a precise analysis, cf. the discussion
in [CGGY9] where a naive analysis cannot declare immobile an ambient that
opens a packet which has moved.

The above conundrum can be resolved at the language level, most radically by
removing open from the language, as done in boxed ambients [BCCO01] (at the
price of allowing communication not just between siblings but also between



parent and child), and in M® [CDCGS03]. The most popular approach, how-
ever, is to let the execution of capabilities be multilateral rather than unilat-
eral. In particular, in order for p to execute open ¢, the ambient ¢ must be ready

to execute a corresponding “co-open”. This device was first employed in safe
ambients [LS00] and later employed, e.g., in [DCS00,AKPG01,GYY01,Lev03,LB04].
(Safe ambients additionally include the co-capabilities co-in and co-out which

also have been used, e.g., in [BCO01].) In the language of [AKPGO1], the process

(1) becomes

r[{7) | (z : int).in q.co-open r.{z = 42)] | g[open 7.(y : bool).P]

and it is now easy to give r the type amb[put(bool)] saying that when r is
opened, it will unleash the writing of a boolean—and nothing more. Therefore
it is safe for ¢, expecting a boolean, to open r, even though inside r there is a
subprocess writing an integer.

To address (2), we could apply the same device and, e.g., require the process
(3) to be rewritten into

plopen ¢] | ¢[in p.co-open q.in r.out 7] | r[0]

from which it is easy to see what is unleashed when ¢ is opened. But rather
than requiring the hand to fit the glove, I shall deem it more appropriate to
design a glove that fits the hand, and aim at an analysis which is able to
address (2) for classical AC.

Several such analyses have been proposed, based on various paradigms. Con-
trol flow analysis is employed in [NNHJ99,BCF02]. Abstract interpretation is
employed in [HINN99], and in [LMO04] where one analysis keeps track of the
context one level up; this is sufficient to achieve a quite precise analysis, yet
is “only” polynomial (n7). [NNO1] employs tree grammars, computing a set
of grammars such that at any step in the reduction process, the current tree
structure can be described by one of these grammars—the method is very
precise, but potentially also very expensive. A 3-valued logic is employed in
INNSO00] to estimate the possible shapes of the tree structure; the framework
allows for trade-offs wrt. precision versus costs.

Due to my background, I took up the challenge of solving (2) in the set-
ting of type systems. That quest succeeded during the summer of 2001, as
reported and detailed in [Amt02], and to be highlighted in this paper. The
main contributions of that work are that (i) it provides the first type-
based system which keeps track of how the location of an ambient changes
over time, thus allowing a precise estimate concerning when it can be opened;
(i) the type system smoothly incorporates a communication analysis which
allows for multiple topics of conversation, whereas the analyses listed in the
previous paragraph are for a communication-free subset of classical AC. A key



feature of the approach is that behaviors are finite automata, allowing (as in
[AKPGO1]) type checking to use techniques from automaton theory.

In 2002, I took part in the early development of PolyA, an even more general
type system [AMWO4]. Here a process is given a type which is essentially an
upper bound of all shapes it can evolve to (much as what is done in [NNP04]
for BioAmbients). The analysis is very precise, and also smoothly incorporates
communication; a spin-off is the generic tool Poly [MWO05] which can handle
a very broad range of mobile calculi. Still, in my humble opinion, this ap-
proach is not in the proper “spirit” of type systems*, since types are almost
indistinguishable from processes (as is also the case in [CDC02]).

The upshot is that, in my view, [Amt02] is still the solution to Question 2
that best conforms to the paradigm of type and effect systems. In subsequent
sections, we shall motivate and describe the design of that system, referring
to [Amt02] for further technical details.

2 Tracking Locations

We now illustrate how to keep track of the location of an ambient, so as to
estimate when it is opened. For the process in (4), we observe that ¢ starts
being at top-level, which we write as “q is in #” where # is a “global” ambient.
After executing in r, ¢ will be enclosed® by r. After executing out r, it is not
immediately clear where ¢ will be, since » might have moved while containing
g. This motivates that the type of an ambient should tell where the ambient
may be located (cf. the type system for boxed ambients in [MS02]). In this
case, the information that r is enclosed by # only, will enable us to infer that
g will again be enclosed by #. Finally, ¢q gets enclosed by p after executing

in p.

We conclude that ¢ may be enclosed by either of r, p, or #, enabling us to
give q the type ambrp 4 Moreover, we see that when ¢ is enclosed by p, no
capabilities are left, enabling us to further give ¢ the type amb #[{p ce}]

where e denotes the “empty” behavior. The {p : £} component expresses that
when opened inside p, the empty behavior is “unleashed”. Thus p doesn’t
gain any capabilities by opening ¢, so we can give p the type amb 4 which in
particular shows that p is never enclosed by r.

Now look at (3), where the process within ¢ may be given the behavior

4 Anticipating that criticism, [MWO05] invites skeptical reader to instead use term
“versatile program analysis framework”!
® When writing “enclosed”, we always mean “directly enclosed”.



“enter(p). #enter(r). "exit(#) (5)

where we have exploited that r has type amb 4 (so that r can only be entered

by an ambient which is enclosed by #). This behavior may seem contradictory:
how can ¢ first enter p, and next enter r from #¢ The explanation is that ¢
has been opened when in p, justifying that we give ¢ the type

ambp#[{p : #enter(r). "exit(#)}]

From this typing we see that p by opening ¢ gets a capability to enter r, so
if amb,; is a typing for p then H has to include r. As expected, the analysis
does not rule out that p may be enclosed in 7.

Example 1 As a larger example, consider the firewall first presented in [CG98]:
w[k[out w.in k".in w] | open k'.open k”.P] | k'[open k.k"[Q]]

This process is deterministic: k will exit w and enter k' where it is dissolved;
then k" will enter w where it is dissolved and afterwards k" (carried into w by
k') is also dissolved. Assuming P and @ do nothing of interest, we can type
the ambients as follows:

k - ambwk,#[k;’ : #enter(w)] w amb#
K ambw#[w €] K" - amb, ./ [w : €]

In the non-causal analysis of [NNHJ99], w as well as k' can contain all of w,
k, k', k". As several other analyses in the recent literature, we are thus much
more precise.

A problem with the above typing is that the “secret” name w appears in the
typings of " and k”. This motivates the introduction of groups, as in [CGGO00],
with the intention that each ambient belongs to exactly one group g € Grps
(a finite set). With W the group of w, etc, we have, e.g., k' : amb{;# (W €]

Our type system is (implicitly) parameterized with respect to a set of dynamic
“security constraints” of the form O(go, g), saying that an ambient of group go
is allowed to be opened while enclosed in an ambient of group g, One can view
these constraints as prescriptive (thus provided by the user); establishing that
a process is well-typed then verifies that no other interactions may happen.
Alternatively, one can take a descriptive view: a type inference algorithm might
deduce the least set of constraints needed for typability. In Example 1 we have
OK,K'), O(K' W), O(K", W)

We shall use GG to range over sets of groups, and use H to range over upwards
closed sets of groups, where G is upwards closed if g € G and O(g, ¢') implies



a € Actions ::= Henter(g) steers an ambient from H to g

| Yexit(H) steers an ambient from g to H
| copen(g) if executed in G, opens ¢
| put(o) output tuple of type o
| get(o) input tuple of type o
tr € Traces ::= a* finite sequence of actions
b € Behaviors C P(Traces) non-empty regular set of traces

B € BehContxt := O |a.B | (b]| B)

br € BehRows ::= {g; : b; }ier behaves as b; when opened in g;
o € Tuples ::= X(7,...,T%) we write 7y if k=1
7 € Types ::= amb¥,[br] type of ambient name
| cap[B] type of capability

| int | real | bool base types (optional)

Fig. 1. Syntax of Types and Behaviors.

g € G. The intuition is that if an ambient n can be directly enclosed in g, and
¢’ can open g, then n might also be directly enclosed in ¢’. We let g' denote the
least upwards closed set containing ¢. In Example 1, we have K’ = {K',W}.

3 Types and Behaviors

We have hinted at the form of types 7 and behaviors b, to be defined mutually
recursively in Fig. 1.

Concerning behaviors, we have seen the need for constants like ¢, and we
clearly also need operators like by | by (to model parallel composition) and a.b
(to model sequential prefixing). Ultimately, a behavior must approximate sets
of traces, so why not let (unlike what we did in [AKPGO01]) a behavior be a
nonempty regular set of finite traces (cf. [RV97] where types are graphs), so as
to give the user more freedom in specification? We can then define the above
operators: € as {®} where e is the empty sequence; a.b as {aotr | tr € b} where
o denotes concatenation; and by | by as Uy ep, trpen, 171 || tra where trq || tro



denotes all traces that can be formed by arbitrarily interleaving tr; with trs.

An ambient n has a type of the form amb¥,[{g; : b;}ic;] which (cf. the Intro-
duction) should be read as follows: it has group g, can be directly enclosed
inside ambients of groups belonging to H, and after being opened inside g; it
behaves as b;.

Concerning types of the form cap[B], they are for the typing of capabilities
(like open n). Here B is a behavior context, that is a “behavior with a hole
inside”; we write B|b| for the result of “plugging” b into the hole of B. The
notion of behavior contexts was introduced in [AKPGO1] and used also in, e.g.,
[GYYO01]); it conveniently expresses the result of prefixing, as illustrated by
the situation where n has type amb¥,[go : by] and P has behavior b. Then the
process open n.P will open g and then run by in parallel with . And in fact,
referring to Fig. 2, ;,open(g).(by | b) is the result of (Proc Action) plugging b
into caply,0pen(g).(by | O)] which by (Exp Open) is the type of open n.

4 Ordering Relations

The type system (Fig. 2) uses subsumption rules, based on an ordering 71 < 73
on types (subtyping), and an ordering b; < by on behaviors (subbehaviors).
These orderings are defined in a mutually recursive way, together with order-
ings on actions, traces, etc. To ensure that this is well-defined, we shall employ
the notion of level: an entity has level ¢ if ¢ is an upper bound of the depth of
nested occurrences of amb[_| or cap[_] within it. (We use “_” to stand for an
arbitrary entity of the appropriate kind.) Example: put(cap[{put(amb¥%,)} | OJ)
has level two. Then, as detailed in the subsequent paragraphs, a relation on
level ¢ types induces a relation on level ¢ tuples which induces a relation on
level ¢ actions which induces a relation on level ¢ traces which induces a rela-
tion on level ¢ behaviors which induces a relation on level ¢ behavior rows and
contexts which in turn induces a relation on level 7 + 1 types.

The relation a; < ag, with the intuitive interpretation that as is more “per-
missive” than a;, can be summarized by stating that the constructors have
the following polarity:

Penter(=) Texit(®) copen(=) put(®) get(O)

Concerning the polarity of Jexit(H), the intuition is that if the ambient as
a result of leaving g will enter an ambient whose group is in H, this group
also belongs to any set containing H; similarly for “enter(g). Concerning the
actions for communication, we have that put(int) < put(real), since a process
that sends an integer thereby also sends a real number, and get(real) < get(int),



since a process that accepts a real number also will accept an integer. Thus
output is covariant and input is contravariant, while in other systems found
in the literature it is the other way round—the reason for this discrepancy is
that we take a descriptive rather than a prescriptive point of view. From a
prescriptive point of view, a channel that allows the writing of real numbers
also allows the writing of integers, and a channel that allows the reading of
integers also allows the reading of real numbers.

Concerning the relation b; < by, with the intuitive interpretation that by is
more “permissive” than by, we would expect, e.g., that aj.ay < a1 | ag since
the right hand side does not prescribe which action comes first. It might be
tempting to come up with a set of axioms, but it is much more fruitful to take
a semantic approach (cf. the observations in [CC91] about recursive types)
and stipulate that b; < by iff for all try € b, there exists try € by such that
tr1 < tra. Here the relation tr; < try is the pointwise extension of the relation
a; < ay (if trqy < try then try and ¢ry have the same length). Note that b; < by
and by < by does not necessarily imply b; = by (for instance, let b = {a;} and
let b2 = {al,ag} with (05} < Cll).

The relation < on behavior rows is defined as follows: with br = {g; : b; }ies
and br’ = 195 = Vi}jes, br < br’ holds iff for all j € J there exists ¢ € I such
that g; = g} and b; < V).

The relation < on behavior contexts is defined by stipulating that B; < Bs
holds iff for all (level 0) behaviors b we have B;|b] < Bz|b|. The restriction
to level 0 behaviors is formally needed, in order for the relation on level i
behavior contexts to be determined by the relation on level ¢ behaviors, but
one can show it to be superfluous: if By < By then B;|b| < Bsy|b] holds for
all b.

The relation 7 < 79, with the intuitive interpretation that an expression of
type 71 also has type 79, can be summarized by stating that int < real and that
we have the polarity cap[®]. Concerning the polarity of the type amb,[br],
it turns out that the proof of subject reduction for the type system of Fig. 2
reveals that this type must be covariant as well as contravariant in H and
br. We could thus (as in [AKPGO1]) play the trick of [Zim00] (akin to the
“split types” of [BPGO0] for an object-oriented calculus) and split each of
these arguments into two, one contravariant and the other covariant. But to
keep things simple, we refrain from doing so.



5 Type System

Our type system is defined in Fig. 2, where F is an environment mapping vari-
ables to types. For expressions M, defined as in classical AC, the judgements
are of the form £ + M : 7; we have already motivated the rule (Exp Open)
and the other rules are similar or simpler.

Processes P are as in classical AC, except that in order for the semantics to
express which of identically named ambients that make a move, each ambient
is given a unique tag (as is customary in flow logic [NNHJ99]). We use &, x
to range over tags. Judgements are of the form A, E F, P : b, where A
maps an ambient tag into the behavior of the process inside that ambient,
and where g is the group of the enclosing ambient (to be used in the rule
(Proc Amb)). We have already motivated the rule (Proc Action). Concerning
the rule (Proc Repl), the side condition ensures that the behavior of a replicated
process is in fact invariant under replication.

The crux of the type system is the rule (Proc Amb), where the situation is
that an ambient tagged £ and with type amb%[br] contains a process P and
is enclosed by an ambient of group g. We need to check that H contains (the
groups of) all ambients that may possibly contain &, and therefore need to
know the initial location of & which is g'. (It is for that purpose that the
judgments carry a g component.) When typing P, the enclosing ambient is
go, the group of &, and we must be able to assign P the behavior b = A(¢).
Moreover, it must hold that (g',b) ¥ (H,br) which is a shorthand for the
following (informally stated) complex property:

Assumption 1: Let tr belong to b, of the form try ¢ trs.
Assumption 2: tr; can be executed “without environment interaction”, i.e.,
e all occurrences of put(_) and get(-) in #r; come in pairs, with put() im-
mediately preceding get(_);
e there is no “jump of location” in try. FEzample: the trace depicted in (5)
has a jump of location, after its first action.
Assumption 3: Let H; be the “final destination” of tri;. Fxample: the final
destination of 9exit(gs) o 92enter(gs) is gs3'.
Consequence 1: H; must be a subset of H (so that H indeed is an upper
bound of where £ may end up).
Consequence 2: If try starts with put(o;) get(o2) then oy < o9 (well-defined
topic of conversation)
Consequence 3: If try starts with gopen(_) then gg € G.
Consequence 4: With br = {g; : b;}iey, for all i € I:if g; € Hy then {tro} <
b;. That is, if £ after executing ¢r; can be inside g;, then b;, approximating
what happens after ¢ is opened within g;, better contain trs.

10



Non-structural Rules

(Proc Subsumption)
AER, Pib oy
AEF, PV

Expressions

(Exp n) (Exp ¢)

En)=r

EFn:T E F e: cap|O]
(Exp In)

E F M : amb¥,[br]
E F in M : cap[Henter(g).0]
(Exp Open)
E F M :ambf[{g; : bi}iei]

(Exp Subsumption)
EF-M:T1

Erae ST

(Exp Action)
E = M, :cap[By] E F M, : cap|Bs]

E F open M : cap|gopen(g).(b | O)]

E F M. M, : cap[Bi|Bs]]

(Exp Out)
E F M : amb¥[br]
E F out M : cap[9exit(H).O]

ifVg e G:3iel:g =g, and b; <b

Processes
(Proc Zero) (Proc Par) (Proc Repl)
A7E|—gpllb1 A,El_gpglbg A,E"gPSb 1f(b|b)<b
A,EPQOZE A7E|_9P1|P21b1|b2 A,El_glpb
(Proc Res) (Proc Action)
AE,n:amb@[br] b, P:b E + M : cap[B] AEFR, P:b

AE F, (vn:ambf[br]).P : b
(Proc Amb)

E+ M:amb{[br] A E kg, P:b

AE F, M[P]* : ¢

(Proc Input)

A E v, M.P: B|b]

(g',b) 2 H, br)
it group(&) = go
A(§) =0

(Proc Output)
AEng T, Ty g Prb

_X( ) ViE{l...k}:E}—Mi:Ti
A,E l_g (nl...nkZT1...Tk)_P:get(o.).b 0= Ty ooy Tk

ANE g (My... M) :put(o)

Fig. 2. Typing Rules.

6 Semantic Soundness

We write P; N P, if P, reduces in one step to P, by performing “an action
described by ¢”. For space reasons, we omit a complete listing of the rules,

11



and only list a few examples (for (Red Comm), we assume that a unary tuple
is communicated):

m[inn.P | Q1 | n[R]* "X n[m[P | Q] | R] (Red In)
m[open n.P | n[Q]* | B¢ “%5X m[P | Q | R)¢ (Red Open)
m[(n:7).P| (V)| QI 7 m[P[n = V]| Q] (Red Comm)
IP — P'|!P if P’ and P are equal except for the tags (Red Repl)

Note that (Red Open), as does (Red Comm), deviates from the “standard”
semantics in that we provide the enclosing ambient so as to record in ¢ where
the opening (or communication) has taken place. Another deviation from the
standard semantics (but also seen in, e.g., [NNS00]) is that rather than having
arule !|P = P | !P (along with non-controversial congruence rules like P | 0 =
Pand P|Q = Q| P), we allow this “unfolding” to take place via the rule
(Red Repl). The reason is that otherwise it seems hard to establish “subject
congruence”. Note that (Red Repl) is designed to permit also the reduct to be
uniquely tagged.

That our type system is semantically sound can now be stated using a subject
reduction result, intuitively stating that “well-typed processes never evolve
into ill-typed processes” and also stating that “well-typed processes behave
according to their behavior”. One case of this result is as follows (other cases
are similar):

Theorem 2 Suppose that P Sicomm @ Q where P and () are uniquely tagged.
Further assume that

AE =, P:b.
Then there ezists A" which agrees with A on dom(A) \ {£} such that
AEF, Q:b

and such that there ezists o' < o with put(o’).get(0).A'(§) < A(E).

7 Type checking

Given a complete type derivation for some process P, we can check its validity
according to the rules from Fig. 2. To see this, first observe that behaviors
can be represented as finite automata (cf. the regular types of [Nie93]), with
transitions labeled by actions.

12



Next observe that the relations < defined in Sect. 4 are decidable, with the
decision procedures defined mutually recursively; the only non-trivial issues
are

(1) given a procedure for deciding < on level i actions, construct a procedure
for deciding < on level ¢ behaviors;

(2) given a procedure for deciding < on level ¢ behaviors, construct a proce-
dure for deciding < on level ¢ behavior contexts.

We first address 1. Given b; and bs, recognized by e-transition-free automata
Ay and Ay, we must decide whether b; < by. For that purpose, we construct® a
“difference automaton” A; \ Az, and checks whether A; \ A; rejects all inputs.

We next address 2. Given B; and B, we must decide whether B; < Bs,
that is whether By|b| < Bsy|b] for all behaviors b. This might seem infeasible
to check, but fortunately, we can show (much as in [AKPGO1]) that it is
sufficient to check whether Bj|test| < Bs|test|, where test is chosen so as to
be incomparable with all actions occurring in By and Bs.

Finally, to check whether (g',b) ¥ (H, br) holds, we annotate each state in
the automaton for b with the sets of groups that may enclose gy at the given
point. The detailed construction is rather involved; again, we refer to [Amt02]
for the details.

The decision procedures are thus potentially very expensive for entities of
high level, but such entities are probably rare in practice; for instance, in the
communication-free ambient calculus, types are of level 1 and all other enti-
ties are of nesting 0. Another concern is that the size of the automaton for
a behavior is exponential in the number of parallel constructs; in practice,
however, there may never be more than a few processes running in parallel.
In general, hope for efficiency in practice is supported by other similar situ-
ations. For example, ML type-inference shows an extreme disparity between
worst-case performance in theory (exponential time) and actual performance
in practice (very fast).

In order to come up with an algorithm for type reconstruction, it seems that
we would at least need to impose several restrictions (none of which appears
to exclude most commonly met processes) on the form of the input: (i) only
ambients can be replicated (as given by # €, it is not obvious how to find b

6 The states of A;\ As are of the form (g1, Q2) with ¢; a state in A; and Q3 a set of
states in Ay, with (11, {c2}) being initial if 1 and ¢9 are initial, with (g1, Q2) being
final if ¢; is final and Q2 does not contain any final states, and with an a-transition
from (g1,Q2) to (¢}, Q%) if A; has an a-transition from ¢; to ¢} and @, is the set
of states ¢4 in Ag for which there exists g2 € Q2 and an a* transition from g2 to ¢
where a < a™.

13



with by < b such that b | b < b); (i) no ambient names are communicated,
and if capabilities are communicated then the user has to provide their full
type; (4ii) it is possible to define a total order < among the groups such that
whenever an ambient of group g contains the expression open n, where n has
group ¢, then ¢’ < g.

8 Conclusion

We have demonstrated that it is possible to use type-based methods to de-
velop a precise analysis of the classical ambient calculus, by presenting a
flow-sensitive type system where behaviors summarize the actions of ambi-
ents. Behaviors are regular sets of traces; therefore finite automata can be
used for type checking. We encourage implementing the type checking algo-
rithm and measuring its actual performance, as well as taking steps towards
type reconstruction.
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