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Abstract. Embedded information assurance applications that are critical to na-
tional and international infrastructures, must often adhere to certificeggimes
that require information flow properties to be specified and verified RERA
subset of Ada for engineering safety critical systems, is being usedvielap
multiple certified information assurance systems. While SPARK provides-inf
mation flow annotations and associated automated checking mechaniduss, in
trial experience has revealed that these annotations are not preoisgheto
specify many desired information flow policies. One key problem is thatyar
are treated as indivisible entities — flows that involve only particular locatibns o
an array have to be abstracted into flows on the whole array. This hsiastial
practical impact since SPARK does not allow dynamic allocation of meraog/
hence makes heavy use of arrays to implement complex data structures

In this paper, we present a Hoare logic for information flow that engiresise
compositional specification of information flow in programs with arraysl, au-
tomated deduction algorithms for checking and inferring contracts inlzereed
SPARK information flow contract language. We demonstrate the expeesss

of the enhanced contracts and effectiveness of the automated Vemifieégo-
rithm on realistic embedded applications.

1 Introduction

Much effort has been spent on developing techniques to amahformation flow in
computer programs [27] — leading to several languages ssidfiyars’ JFlow [21],
and FlowCaml [28], that include language-level specifaagi (often in the form of
“security types”) and automated checking mechanisms ttabésh that a program’s
information flow conforms to supplied specifications. SPARKsafety-critical subset
of Ada, is being used by various organizations, includingieell Collins [23] and
the US National Security Agency (NSA) [7], to engineer imf@tion assurance sys-
tems including cryptographic controllers, network guamsd key management sys-
tems. SPARK provides automatically checked proceduretatinos that specify infor-
mation flows between procedure inputs and outputs. In théication process, these
annotations play a key role justifying conformance to infation flow requirements
and separation policies relevant to architectures suchlas ¥Multiple Independent
Levels of Security) [10]. However, experience in these sidal/government devel-
opment efforts has shown that the annotations of SPARK, dlsasdhose of other
language-based information flow specification framewoaks, not precise enough to



specify many important information flow policies. In suctustions, policy adherence
arguments are often reduced to informal claims substadtiay manual inspections
that are time-consuming, tedious, and error-prone.

Inability to specify desired information flow policies inaléstic applications, us-
ing existing language annotation frameworks, often st ftwo issues: a) Coarse
treatment of information channels, where information flogvbetween two variables
is regarded as creating a channel without regard to the tonsliunder which that
channel is active; and b) Coarse treatment of structurea dath as arrays, where in-
formation can only be specified as flowing into/from an arrsjaavhole, instead of its
constituent cells. Our previous work [5] gives one apprdachddressing the firstissue
by providing inference and checking of conditional infotioa flow contracts, allow-
ing the specification of conditions that determine when ttiermation flow channels
are active, using a precondition generation algorithm amebension to the logic pre-
viously developed by Amtoft and Banerjee [2, 3]. This pap€élds on this earlier work
to address the second problem: precise information flowyaisdfor arrays.

Support for precise reasoning about information flow inystia especially impor-
tant in resource-bounded embedded high-assurance yeaqpitcations, because stor-
age for data structures such as buffers, rule tablesmust often be statically allocated
and accessed via offset calculations. Motivated by the tegdarantee analyzability
and conformance to resource bounds, SPARK does not inchideeps and heap-based
data. Thus, complex data structures must be implementednrstof arrays whose size
is fixed at compile time.

This paper presents a novel approach for automated coitaaed reasoning about
information flow within arrays — targeted to applicationattrequire high assurance and
certification. The specific contributions of this work ardaltows:

— A language-independent Hoare-like logic for secure infation flow that can be
used to reason precisely about information flow betweeryaoenponents,

— An extension of the SPARK information flow contract languggé&h semantics
provided by the Hoare logic) that supports specificatiomfufimation flow policies
about array components,

— An algorithm for automatically checking and inferring enbad SPARK contracts
against code,

— A novel approach for computing universally-quantified imf@tion flow properties
for arrays,

— The study of an information assurance application that shilve@ importance of
precise information flow analysis for arrays, based on the9vMMessage Router
specification given in [25], and

— An empirical evaluation of the performance and verificatésfectiveness of our
approach against a collection of SPARK programs.

The logical/algorithmic foundations of our work are langaandependent, and could
be applied to array-based data structures in other langubigsvever, our implementa-
tion in the context of SPARK is especially relevant becau®&fRX is the only commer-
cially supported framework that we know of for specifyingdachecking information
flows. Indeed, this work has been inspired by challenge problprovided by our indus-
trial collaborators at Rockwell Collins who are using SPABKmultiple information
assurance development projects.



procedure SinglePositionAssign
(Flag : in Int; Value : in Types.Flagvalue)
—# global in out Flags;
—+# derives Flags from=x, Flag,
is
begin
Flags(Flag) := Value;
end SinglePositionAssign;

Value;

procedure Scrubh.Cache (cache :in out SensorCacheType)
—+# derives cache froms;
is

begin
for | in Sensoctlds loop
cache(l) := 0;
end loop;

end Scrub.Cache;

procedure Copy-Keys (inkeys :in Key.Table-Type,
outkeys :in out Key._Table.Type)

—+# derives outkeys from«, inkeys;

is

begin
for | in Key.Table.Entries loop
outkeys (1) := inkeys(l);
end loop;
end Scrub.Cache;
(@)

procedure SinglePositionAssign
(Flag : in Int; Value : in Types.Flagvalue)
—+# global out Flags(Flag);
—+# derives Flags(Flag) from Value;
is
begin
Flags(Flag) := Value;
end SinglePositionAssign;

procedure Scrub.Cache (cache :out SensotCacheType)
—+# derives for all J in Sensaids => (cache(J) from {});
is

begin
for 1 in Sensoclds loop
cache(l) := 0;
end loop;

end Scrub.Cache;

procedure Copy-Keys (inkeys :in Key.Table.-Type,
outkeys : out Key.Table.Type)

—+# derives for all J in KeyTable.Entries

—# => (outkeys(J) from inkeys(J));

is

begin
for | in Key_Table.Entries loop
outkeys (1) := inkeys(l);
end loop;
end Copy-Keys;
(b)

Fig. 1. (a) Limitations of SPARK annotations and (b) proposed enhancements.
2 Information Flow Contracts in SPARK

SPARK is a safety critical subset of Ada developed and supgdyy Praxis High In-
tegrity Systems that provides (a) an annotation languagevfiiing both functional
and information flow software contracts, and (b) automataticsanalyses and semi-
automated proof assistants for proving absence of run-&reeptions, and confor-
mance of code to contracts. SPARK has been used to build agnwhhigh-assurance
systems including the UK’s iFACTS next generation air teadfontrol system.

Figure 1 (a) shows a collection of very simple procedureh 8RARK information
flow annotations. SPARK demands that all procedures exglideclare all the global
variables that they read and/or write. As illustrated in Shegl ePosi t i onAssi gn
procedure, this is done via@ obal annotation that lists global variables with each
variable prefixed by a modifier that indicates thedeof the variablej.e., whether the
variable is readi(n), written (out ), or both ( n out). Parameters to the procedures
must also be annotated witlm andout modifiers indicating their mode. In addition,
all out variables i.e., all variables that are modified by the procedures) mustadecl
aderives clause. Aderi ves clause forout variable X specifies the n parame-
ters/globals whose initial values were used to derive tha fialue of variablex. In
Si ngl ePosi ti onAssi gn, thederi ves clause states that the out varialfleags is
derived from itself{), Fl ag andVval ue. SPARK also provides other annotation mech-
anisms to specify pre- and postconditions, but for thisudison we will focus on those
directly related to information flow analysis.

While the semantics of existing SPARK contracts, as predeimtd-igure 1 (a),
can be captured using conventional slicing and data/cledéendence, we have de-
veloped a more powerful and flexible theory of informatiomflcontracts backed by a
Hoare-style logic, and a precondition generation algoriff] that is able to provide ad-
ditional analysis precision and contract expressivenestnnd in conventional static-
analysis-based approaches. Moreover, in the context oéedda applications and lan-
guages like SPARK, which eschew complicated language riestwe have been able



to achieve this power while maintaining a very high degresuddmation and low com-
putational costs. In our previous work [5], we demonstraiea this logical framework
could support extensions to SPARK contracts that allow ldgess to specify that in-
formation flows from inputs to an output only under certainditions,i.e., conditional
information flow This provides the ability to state information flow poligithat are
typical of network guard applicationsvhere a message on an input port may flow to a
certain output in one state, but may flow to a different outp@nother state.

In this paper, we overcome other limitations of conventiaependence/informa-
tion flow frameworks by adding additional capabilities te thgic, and associated auto-
mated deduction algorithms that enable precise reasobimgt array-based data struc-
tures. Figure 1 (a) presents a series of micro-exampledliistrate the deficiencies
of current SPARK annotations for arrays, and Fig. 1 (b) shoursproposed enhance-
ments. These examples are concise representations of aoidimims that occur in the
embedded information assurance applications of our indlgartners.

Proceduresi ngl ePosi ti onAssi gn assigns a value to a particular index position
(the value ofl ag) in the arrayFl ags. However, the SPARK information flow contract
states that (a) the whole array is modifiee.( gl obal out fl ags), and (b) the new
value of the array is derived from its old value, th& ue parameter, and thté ag index
parameter. This is an over-approximation of the true framedition and information
flow, but the contract cannot be made more precise in the mu8BARK annotation
language. To remedy this, Figure 1 (b) illustrates that oina@ced language provides
the ability to specify properties of particular array cellfegl obal out declaration
now indicates that the only array cell modifiedFisags( Fl ag) (which currently is
a disallowedgl obal expression in SPARK) while the contents of other cells remai
unchanged. The enhancedri ves indicates that the modified cell derives its value
only from the parameteral ue. To support this more precise reasoning, the underlying
analysis algorithm must be able to reason symbolically ahoay index values.

Scrub_Cache in Fig. 1 (a) presents a code idiom often used when initiadjzn
array or scrubbing the contents of a message buffer; altippsiof the array are ini-
tialized to a constant value. The SPARK annotations redude this example exhibit
several forms of imprecision. First, teache array parameter must be declared with
modei n even though no array element value is read during execufithe@rocedure.
Second, the information flow specification captured indbei ves clause is the an-
tithesis of what we desire: it states that the final valueaathe depends on the initial
value ofcache, whereas we desire a specification that captures the facthdinal
value ofcache does notdepend on the initial value afache, i.e., all values in the
inputcache have been erased.

This imprecision stems from the fact that on each iteratibthe loop, the entire
array is treated as a single entity in the information flowlysia: the updated value of
the array depends on a constant value at positiand on its previous value at all posi-
tions other than . Since flow from constants is not indicated in SPARK consatite
information flow analysis indicates that the new value ofah@y depends on the old
value at every iteration. There is no way to indicate thaidop has carried out an ex-
haustive processing of each position of the array in whielold value at each position
is overwritten with a new value not based on the array’s jpevicontents. Figure 1 (b)



Expressions: Commands:

while B do S od

boolean h:=new | h[A]:=A

¢, Bi=Abop A|pA¢| PV |
Fig. 2. Syntax of a simple imperative language.

arithmetic Su=skip | S;5 | x:= A | assert(¢)
Au=z|ul|c|AopA| H[A] | callp
array | if Bthen SelseS
Hu=h|Z|H{A: A} | forq+— 1ltoydoS
|
|

illustrates that we address this problem by extending tleeiipation language with
a notion of universal quantification (using syntax based BARK’s universal quan-
tification allowed in assertions) to specify schematicttly information flow for each
array cell. We also add the capability to indicate that thes® of the information flow

is some constant (represented {3y. Together, these additions allow us to formalize
the higher level security policy: the array contents are@dscrubbed eache’s final
value does not depend in any way on its initial value, nor dofsgmation from any
other piece of the program state flows into it.

To support this more precise reasoning, the underlyingyaisahlgorithm must be
able to perform a logicalniversal generalizatiostep to introduce the quantified flow
specification. In general, this is quite difficult to do, but Wwave found that loops that
manipulate arrays often follow a structure that admits aoraated solution. When
an automated solution is not possible, the developer maplgam information flow
loop invariant (which are simpler than functional invatgrthat enables the rest of the
checking to be completed automatically.

TheCopy _Keys example of Fig. 1 (a) illustrates a common idiom in which tha-c
tents of a table are copied, or where a portion of a databas®ved from a central
database to a copy for a client. In essence, this creategphaudhannels of informa-
tion flow — one channel for each index position of the arragsuch cases, one often
seeks to verify a separation policy that states that inftondlow between the differ-
ent channels is not confused or merged. The SPAIRK ves clause forCopy Keys
simply states that information flows from thekeys array to theout keys array and
cannot capture the separation property that informatidynftows between correspond-
ing entries of the arrays. Fig. 1 (b) illustrates that, udting universal quantification
introduced in the previous paragraph, one formalizes thieypthat information only
flows between entries at the same index position. Notice thigbthis enables us to
specify flow between different regions of the array, by hguime quantified variables
take values from more restricted ranges of the possiblindees.

3 Syntax and Semantics Background

We now present the foundations of our approach using a siimgerative language
that can be considered an “idealized core language” for $£/Ace SPARK omits
constructs that are difficult to reason about, such as dycaiyiallocated data, pointers,
and exceptions, its semantics is very close to that of thiguage.

In Fig. 2, we present the syntax of the simple imperative lagg. For commands,
procedures are parameterless; this simplifies our expoditit our implementation sup-



ports procedures with parameters (there are no conceptaliénges in this extended
functionality). Infor loops, following similar restrictions in SPARK, we requitieat
the index variabley is not modified byS, and does not occur anywhere excepin
Arrays are restricted to a single dimension with integerteots. Array assignment has
two forms:h := new creates an array with all elements setaandh[Ag] = A;
assigns the integer value df; to arrayh at the index position given byl,. For con-
venience of presentation, we omit some SPARK features ssicbcards and package
structure since these do not present conceptual challenges

We useF to range over expressions which include arithmetic, baoglead array
expressions. Boolean expressions are also used as asseWle user to range over
integer (scalar) variables (byto range over such when used as countefeirloops),

h to range over array variables,to range over universally quantified variables; we
shall usew, z to range over all kind of variables. We usé¢o range over integer con-
stantspp to range over arithmetic operators{if-, x, mod, ...}, andbop to range over
comparison operators ifi=, <, ...}.

To enable convenient reasoning about individual array efegs) in particular the
computation of preconditions, we follow Gries [18] and @llén intermediate forms of
assertions manipulated by the automated reasoning etigieonstruct { Ag : A;},
which represents the value of arrdyexcept that indexi, now has valued;. We also
useZ to denote an initial array as created by the commang new. We require a
program (command) submitted for verification tof@ein the sense that it does not
contain these additional array constructs. Thus, in a potieyeall array accesses are
of the formh[A] with h a variable. Similarly, universal variablesare used only in
specificationsprogramssubmitted for verification cannot contain universal vaeab

The use of programmer assertions is optional, but oftershelpnprove the preci-
sion of our analysis. We refer to the assertions of Fig. P-assertionsince they repre-
sent predicates on a single program state; they can be stettraith2-assertionghat
we introduce later for reasoning about information flow ine of apair of program
states. For an expressidh we writefv(E) for the variables i and write E[A/z] for
the result of substituting ifv all occurrences aof by A (similarly for E[H /h]).

Fig. 3 gives excerpts of the language semantics definittom definitions for con-
ditionals and while loops are standard and omitted). In t#pression semantics, we
model an array as a mapping € Array) from integers to values, where a value
(v € Val) is an integem; we write[a | n+— v] for the array that is like: except that it
mapsn into v. We shall ignore bounds and range checks (unlike [15] wheasy éength
may be revealed separately from array content) and assatnartiarray referencen)
is always well-defined (the typical SPARK development pssceill prove statically
that array-out-of-bounds exceptions cannot occur).

A stores € Store (we shall also use to range over stores) maps scalar and univer-
sal variables to values, and array variables to arrays; vite Wom(s) for the domain
of s and write[s | x—v] ([s | h— a]) for the store that is like except that it maps
into v (mapsh into @), and write[s | h(n)— v] for [s | h—[s(h) | n— v]]. We write
s = ¢ for [¢]s = True. We definep and¢’ to be 1-equivalent, writteth =, ¢/, if for
all sit holds thats |= ¢ iff s = ¢'. Similarly, we write¢ t>; ¢’ if whenevers = ¢ then
alsos = ¢'.



Expressions:

[2]s = s(z) similarly foru [[ﬂ;%s = i(hé
Al = WA g - Ay, = 180 1 (4ol 14LL)

Commands: s [z :=A] s’ iff Jv:v=[A]s;ands’ = [s | z— ]

s [assert(¢)] s’ iff s = ¢ands’ = s
s [call p] s’ iff s P(p) s’
s [forg«— 1toydo S] s iff 3n >1:n =s(y)andvi € {0...n} Is; : so = sand
s'=[sn|qg—n+1]andvj € {1...n}: [s;—1 | ¢— 5] [S] s;
s [R[Ao] = A] " iff In,v:n = [Ao]s, v = [A]s ands’ = [s | h(n)— ]
s [h:=new] s’ iff s’ = [s| h+ An.0]
Fig. 3. Semantics of the Simple Programming Language (excerpts).

In the definition of thecall command, we assume a global procedure environment
P that for eacty returns a relation between input and output stores; we éxpatif
s P(p) ¢’ then, withS,, the body ofp, we haves [S,] s’. For someS ands, there may
not exist anys’ such thats [S] s; this can happen if avhile loop does not terminate,
afor loop has a non-positive upper bound, oraasert fails.

4 Information Flow Contracts for Arrays
To motivate our treatment of information flow, consider thee
procedure p begin x = a+1l; y := bx 2; end p;

where there are two “channels” of information flow assoclatéth = andy: (1) from

a to z, and (2) fromb to y Using SPARK to specify these flows, we would write:
derives x fromaé&y fromb;

We may express the “non-interference” [16] of the assigrirteen with channel (1) via
the following semantic property: for any pair of statgsandsa, if s1(a) = s2(a) then

s (z) = sh(x) wheres, s}, are the states that result from executing the procedure body
ons; andss, respectively. Thus depends on but on no other variables, cf. Cohen[12].
We desire to state such properties (which would provide aaséimfoundation for
derives contracts), using program level assertions. However, thegrty requires
reasoning abouivo states at method pre/postcondition (gf.ands,). Thus, it cannot
be stated using traditional assertions, because sucltiasseare interpreted in terms
of onestate at a particular program point.

The innovation of the logic developed in [1, 2] lies in theraduction of a novel
agreement assertianx that is satisfied by pair of statess; andsa, if s1(x) = sa(x).
Using this assertion, the non-interference property ateyhrased{ax} S {zx}.

In general, triples are of the fordux,...,2,x} P {y1X,...,ymx} which is in-
terpreted as followsgiven two runs ofP that initially agree on variables:; ... z,,

at the end of both runs, they agree on variabigs. . y.,,. Such a specification says
that the variableg; may dependnly on the variables:;, and not on any other vari-
ables. In situations as above where we want to reason abdtipl@separated chan-
nels of information flow simultaneously.g, a to z andb to ¥), we wouldnot write
{ax,bx} S {xx,yx} since this would imply thay may depend on andxz depend on
b. Insteadchannel-indexed agreement assertiamild be used to distinguish the sep-
arate channels far andy: {ax,,bx,} S {xx,, yx,}. This is equivalent to requiring
both{ax} S {zx} and{bx} S {yx} to hold in the unindexed version of the logic.



Our implementation uses the indexed assertions to dealnaittiple channels, but to
simplify the formalization, in this document we shall dealhnone channel at a time.

One advantage of this logical approach over traditiona/dantrol-flow based ap-
proaches to reasoning about information flow and progranemt#gncies, is that the
assertion primitive can be enhanced to reason about adalifiwoperties of the state —
leading to greater precision and flexibility. For exampbe;apture conditional informa-
tion flow, we useconditionalagreement assertions=- £'x, also called2-assertions
introduced by Banerjee and the first author [3]. Such assertare satisfied by a pair
of stores if either at least one of them does not satisfgr they agree on the value of
E:s& o = ¢ = Ex iff whenevers = ¢ ando = ¢ then[E]; = [E],.

We used € 2Assert to range over 2-assertions. For= (¢ = Ex), we call
¢ the antecedent dof and write¢p = ant(6), and we callE the consequent of and
write £ = con(#). We often writeE'x for true = E'x. We use® € P(2Assert) to
range over sets of 2-assertions (where we often Wrfte the singleton seff}), with
conjunction implicit. Thuss&o |= O iff V0 € O : s&o = 6.

For the semantics of command triples, we wiie2}S{©e’} iff for all s,s’, 0,0, if
s [S] ' ando [S] ¢/, and alsas&o = O, thens'&o’ = €.

We define® 2 ©', pronounced® 2-implies®’”, to hold iff for all s, o: whenever
s&o = O then alsos&o = ©'. In development terms, whefl >, ©' holds we
can think of© as arefinementof of ©’, and©’ an abstractionof ©. Intuitively, ©
requires agreement in more cases tBEM(© is a strengthening aP’). For example,
{zx , yx} refineszx by adding an (unconditional) agreement requiremeny,cand
y < 10 = zx refinesy < 7 = xx by weakening the antecedent of a 2-assertion so
that agreement omn is required for more values gt

5 Computing Preconditions

Figure 4, selected parts of which will be explained latezspnts a rule-based precondi-
tion generation algorithm inductively defined over the laage syntax. The definition
uses rules of the forfi©} < S {©’'} to specify that, given commaniand postcon-
dition @’, the algorithm computes preconditiéh The algorithm uses some auxiliary
functions, defined in Fig. 5, as well as some other functibaswill be sketched below
but for whose complete definitions we refer to [4].

The algorithmdoes notalways compute the weakest precondition; main sources
of imprecision are: on loops, approximations have to be madmnsure termination
of the analysis; on procedure calls, the analysis (for ttke 4 modularity) uses the
procedure’s specification rather than its actual code. Assalt, antecedents may be
too weak, yielding too strong 2-assertions.

This algorithm extends our earlier work [5] by adding theiooof universal quan-
tification for reasoning about arrays, and a method for iifgruniversally quantified
preconditions for certaiffor-loop structures. The following theorem summarizes the
correctness of the algorithm:

Theorem 1. Forall S, 0, @', if {0}« S {0’} holds, ther{©}S{©'} holds.

For a detailed proof of this theorem, we refer the reader Lolde main structure of
the proof is quite similar to our earlier work [3, 5] though aimdifference is that we



{0} <= skip {O'} f 6 =0’ {O}e=z2:=A{0'} iffO=06'[A/x]

{O} <= h:=new {0’} ff ©=06'[Z/h] {O}+= h[A¢]:=A, {6} iff ©@=06'[h{A¢ : A1}/h]
{0} <= assert(¢p) {6} M O={(6Ado) = Ex | ¢ = ExcO'}

{0} «=S,;8, {0} iff {8"}+= 52 {0’} and{O}<«+= S; {6""}

{©} <= if Bthen S; else S2 {0’} iff © = Jyc o Preir () where
Preis(¢' = Ex) =
let{O;} <= S; {¢/ = Ex} fori =1,2
inif S, preservest andS, preservest
then{(¢1 A B) Y (¢2 A —‘B) = EKX | ¢ = X € O; (Z = 1,2)}
else{¢1 N B = FE1KX |¢1 = F1 X 681} U{d)g/\—‘BéEQK |d)2 = FEoX G@Q}U
{(¢1 AB)V (p2 A ~B) = BX | ¢; = X € ©; (i = 1,2)}

{B}<=callp (=95){60'} iff ©=RUUycq Precan(6) where
(R, T) = PreProc(S, ©') and
Precann (¢’ = Ex) =let¢g = NPC(S, ¢) in caseE of
w: {po N puw = EuwX | ¢y = Eywx € 2PCT}
h[A] : let QPCﬁM = Vu.0y Il S preservesA
in {430 = Ab(} @) {¢0 A th[A/u] = Eh[A/u]M | ¢ = EpxX € @h}

{©} <= while Bdo Spod (= S) {0’} iff ©=RUO4s UOw where
(R, T) = PreProc(S, ©") ©4 ={NPC(S,¢) = AX | ¢ = h[A]x € T'}
Ow = Prewhile(so, B,Tw) Tw = {d) = WK € T} ] {(,‘b = hX ‘ ¢ = h[A]D( c T}

{6} <= forq«— 1tomdo Sy (=8){0'} fO=RUO4UOW UOr where
(R, T) = PreProc(S,©’) wisfresh ©4 ={NPC(S,¢) = AX | ¢ = h[A]x € T'}
Ow = Prewnile((So;¢:=q¢+1),qg <m,Tw)[1/q]
Or = {NPC(S,¢) A ¢1[A/u] = E1[Ajulx | ¢1 = E1x € O, ¢ = h[A]x € T, O), # fail}
Ty ={¢p=wx € T}U{¢p = hx | ¢ = h[A]x € T, O = fail}
O}, = Pregor (S0, ¢, m, h[u]x) (for all h)

Fig. 4. The Precondition Generator

have disposed with theR-component”; this allows for a more streamlined preseomati
Quite similar to those earlier works, we need the followiegnma:

Lemmal. : Assume thaf®} < S {©’} . For all ¢’ = _x € @', there exists
¢ = _x € O such that whenever[S] s’ ands’ = ¢’ thens = ¢.

Observe that it is easy to modify Fig. 4 so that Lemma 1 triyiablds, for example
by addingtrue = 0 to all preconditions, but the analysis of a command may becom
less precise if the analysis of a subcommand is augmentbdtnvay.

The algorithm can be applied to automatically check or iifearmation flow con-
tracts. For implementing checking, the algorithm would bedito compute a candidate
precondition from the stated postcondition, and then alsapgntary algorithm would
check that the stated precondition entails the computecbprbtion (this functional-
ity is present in our implementation using theorem-proeehhology). We focus on
contract inference in the remainder of our discussion.

As with conventional forms of compositional contract-tthseasoning, when pro-
cessing the body of some procedur®ur algorithm assumes that any procedure called
by p already has an associated contract: for eacthat may be modified by, the
contract contains a preconditi@PC? (at least one assertion in which must be uncon-
ditional) such tha{ 2PC? }p{w }; for eachh that may be modified by, the contract
contains a preconditioaPC? ] which is aquantified set of 2-assertiors the form
Vu.© where we demand thd® }p{h[u]x }. Since SPARK does not include recursion,



PreProc(S, ©') =
P «— Purify(©’); R« 0; T «— 0
while P # () do: remove(¢p = E'x) from P, and
if S preservesythenR «— RU {NPC(S,¢) = Ex}
else cas&® of
Eyop E>orEy bop ExorEy A EsorEy V Esor—E: P« PU{¢ = E1X,¢p = Eax}
w:T —TU{p=wx}
h[A] :if S preservesA and notS preserves thenT «— T'U {¢ = h[A]x }
else if S preservesh and not G preservesA)
thenP — PU{¢ = Ax}; R« RU{NPC(S,¢) = hx}
else if not (S preserved) and not € preservesA)
thenT — T'U {¢ = hx}; P— PU{¢p = Ax}
return(R, T')

Preor (So, g, m, hu]X) =
let{A; | 7 € J} beall occurrences such thafA ;] := _is a subcommand o
let{©;} <= So {h[A;]x} (forallj € J)
in if 1. call p preservesh for all call p occurring inSo, and for all; € J it holds that
2. S0 preservesA ;
3. there existsA; with fv(A’) C {u} Ufv(A;) \ {g} where for alls,n with dom (s) C fv(A;),
[n = A;]. = [q = A [n/ull.
4. there existgp; with fv(¢;) C {u} Ufv(A;) \ {q} where for alls,n with dom (s) C fv(A;),
n € {[Ajl{s1gmi) | 1T <0 < s(m)}iff s |= dj[n/ul
5.ifw € fv(©;) with w # h thenS, preservesv
6. if h occurs inO; itis in the contexth[A] where for allj; € J,all s, all4,i" € {1...s(m)}:
if [[AH[S‘H/] = IIAjl]][S\q—Vi] thenis’ < i
thensucceedand return{¢; = ©;[A/q]x | j € J} U
| {f/\_ljezﬂd)j = hlulx} U {zx [Fje J:zefv(A;)\{¢}} U {mx}
elsefai

Prewnile(So, B,©") =
1y, «— O for all variablesw  (including a dummy variabld)
for¢ = wx € ©' do
Y — Y V (¢ A =B); if w ¢ fv(B) and not G preserveav) theniyy «— g4 V (¢ A =B)
repeat
for each variablev do {©,, } <= So {¢pw = wiK};
foreachp = Ex € ©,, do
for eachz € fv(E) dov. «— . V (¢ A B);
if w € fv(B) or Sy preservesv theny.,, < 1., V (¢ A B)
forall w € fv(B), for all z with not (So preserves) do ., «— Y V 9,
until eachy),,, stabilizes (throughvidening into ¥,
return® = {¥,, = wKx | wis variablée

Fig. 5. The Precondition Generator, Helper functions

contract inference for all procedures in the program careleet out via a bottom up
traversal of the call graph.

Concerning the roles of universal variables, they are thiced in two situations:
when analyzing dor loop (the output ofPre,,), and when looking upPC? ] for
procedure calls. In both cases, they are instantiated inatetyg afterwards. When we
computesummaries, however, universal variables are presentdghoui the derivation.

For most language constructs, the corresponding rule in4-ig straightforward.
Assignments, to variables as well as array elements, aidthby syntactic replace-
ment, as in classical Hoare logic.

For a conditionalf B then S, else S,, if F is such that neithe$; nor S, modifies
E, the the precondition fop = E'x does not need to involvBxx. There are several
other instances where the generation of the preconditiol§ foom its post-condition
¢ = Ex can be simplified ifS preserves the semantics Bf Accordingly, we utilize
a predicateS preservesy such that ifS preserveds holds then wheneves [S] s’
we have[E]; = [E]s. S preservedZ can be computed in a straightforward manner
by detecting ifS modifies variables occuring iR either directly via an assignment or
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indirectly via updates in a procedure call (in which case, phocedure’s contract is
consulted).

The NPC Function: When generating a precondition férfor post-conditiony’ =
Ex whereS preservedt holds, butS may affect the antecedeat, we must compute
a new antecedent so that{¢ = E'x}S{¢’ = Ex}. For this to be the case, we must
ensure that if two post-states satigfythen the pre-states satisfyand hence? x.

Accordingly, we utilize a functiolVPC computing a “necessary precondition” for
¢’ to hold afterS. That is, withp = NPC(S, ¢’) (we can assumé’ to be pure) it holds
thatif s [S] s" ands’ |= ¢’ thens |= ¢. It may seem counterintuitive that we are talking
aboutnecessaryrecondition instead ofeakesprecondition, but this stems from the
contravariant nature of the antecedent component of 2iasse

Note that if S preserves then we can pickyy = ¢, and that we can always pick
¢o = true, but often we can compute something stronger. Our impleatient which
assumes that each procedurss equipped with a function that computdsC'(p, _),
contains rules such @PC(z := A, ¢) = ¢[A/z] and
NPC(if B then S, else Sy, ¢) = (NPC(S1,¢) A B) V (NPC(S2,$) A —B).

The Purify Function: As noted earlier, the rules for array update (creation) ey g
erate a precondition that include impure expressions ofdire Hy{A, : A;} (or Z)
that we would not like to see in contracts. We therefore egnpléunction Purify with
the following properties:

1. giveng, with ¢g = Purify(¢) we havep =1 ¢y with ¢ pure.

2. given A, Purify returns purep; ... ¢, and pured; ... Ay, such that for ali €
1..k:if s = ¢; then[A]s = [A:]s.

3. given®, with ©g = Purify(©) we have®, >, © with &, pure, and for all
¢ = _Xx € O there exist®)y = _x € Oy with ¢ >1 ¢g.

As an example of case 2, is given byh{zx : y}[z] then Purify returnsg,, ¢, given
by z = z andz # z, and A, A, given byy andh[z]. As an example of case 3, with
as above the®urify(y > 0 = Ax) is given by

{y>0nNz=x=yx,y>0Az#z=hz]x,y>0= (2 =x)x}.

The PreProc Function: The computation of preconditions for procedure calls and
loops shares certain steps that can be broken out into acuesgwing phase realized
by a common function, calleBreProc and listed in Fig. 5. Preprocessing includes two
main ideas: (1) strengthening 2-assertions to a canomoald = E.,, x whereE.,,
must be a variable name or array access expression (but mg@eaation), and (2) the
immediate construction of preconditions, which is pogsibl 2-assertions whose con-
sequents are not modified by the command under consider&ant (1) is required
for, e.g., the identification of dependence connectionséen a calling context and the
contract of the called procedure. Formally, we ha&eProc(S, ©') always terminates
and returnsk,T" such that

1. forall®, if {©}S{T} then{® U R}S{O'}.
2. T'is pure, and ifp = FE'x € T then eitherly = w wheresS preservesy does not
hold, or E = h[A] whereS preservesA holds butS preserves: does not hold.
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To prove this result, we observe that an invariant for the lmsidePreProc is: for all

O, if {0}S{T U P} then{® U R}S{O'}.

The Preg,, Function: The rule (Fig. 4) forfor-loops, with associated helper function
Pregor (Fig. 5), generates universally quantified information flasgertions for arrays,
and is one of the main innovations of this paper. The idearkthiis function is to iden-
tify and exploit a common patterfor-loops are often used to traverse arrays to perform
updates or other processing on a per-location kmasishe processing is often done in a
manner in which the current iteration does not depend onquis\vterationsi.e., there

are noloop-carried-dependencig20]. Consider the following procedure body

for g < 1 tomdo (t := hlq] ; hlq] := hlqg +m];hlg +m] :=1t) (1)

that flips the values between the upper and lower halves ofray, aesulting in in-
formation flow between the two halves. However, if we apply #pproach to loop
processing from our previous work [5], we obtain a contrhet merely says that the
final value of the array is derived from its original valure { r om *), but nothing more
precise.

Still, this procedure possesses no loop-carried-depemeerchanges made in the
current iteration do not depend on previous ones. So, weldHmi able to reason
about the flows in all iterations of this loop (and analoggubws related to all in-
dex positions of array) using a single “schematic” iteration (and analogouslyngle
“schematic” index positiork[u]). And indeed, replacing thfar loop by its body (thus
being iterated once only) will result in a contract showihg flow between the two
locations on the separate halves of the array. What we wangisatified version of
that specification.

The definition ofPre¢,, given in Fig. 5 implements the above intuition, for a given
array h. (If multiple arrays are updated in the same loBpes,, must be called sep-
arately on each array.) To handle also multiple updatese rmdrwhich can happen
indirectly through procedure calls (condition 1), we letange over all occurrences
of such updates. Thus each array update is of the fgety] := _ where (condition 2)
we can not allowA; to be modified by the loop body (but we certainly expggtto
contain the loop counter). Condition 3 states that edgimust have an “inverseA;.
For example, ifA; = ¢ + 1, thenA’ =« — 1. Condition 4 states that the range of each
A; can be expressed. For exampley ilanges from 1 to 10, and; = ¢ + 1, then the
range ofA; is determined by the predicatg given byl + 1 < u < 10 4 1. Condition
5 states that nothing in the precondition is modified excepsiblyh; that is, there are
no loop carried dependencies between scalar variableslitton6 states that there are
no loop-carried dependencies between array locationg.ighen array location is not
readafter it has been updated.

Thus conditions 3 and 4 ensure that contracts can be exgregsereas the absence
of loop-carried dependencies, as formalized in condit®asid 6, ensures the sound-
ness of quantification: we can reason about a single run dodpeand generalize the
result, because there is no interdependence among theediffeerations. If any of the
conditions is not satisfied, then the loop is treated asia e loop, in effect smashing
together all array entries without obtaining a quantififdimation flow precondition.

The following lemma is a key step in the proof of Theorem 1.
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Lemma 2. LetS befor ¢ — 1to m do Sy. Assuméres.,(So, ¢, m, hu]x) succeeds,
with result®. Then for all integer constantswe have{©[c/u]}S{h[c]x }.

Example 1.Consider thefor-loop from (1). WithJ = {1,2} we haveAd; = ¢, Ay =
q+m. Our algorithm then computed) = u, A} = u—m which satisfies Condition 3
since(n =¢q) =1 (¢ =n)and(n =g+ m) =1 (¢ =n —m).

Next, we compute the ranges for expressiahs=1<u <m, ¢o =m+1 <
u < m + m. This satisfies Condition 4 since for aland for alln,

n € {[alisjg— |1 <i<s(m)} iff sE1<n<m
ne{lg+mlsg |1 <i<s(m)} iff sEm+1<n<m+m.

With Sy the body of thefor loop we now compute
{O1}<= Sy {h[q]x},{O2} <= Sy {h[g + m]x}

where it is easy to see thé&, simplifies toh[g]x, and that9, simplifies — assuming
we know thatn > 1 —toh[g + m]x.

The only non-trivial requirement which is left to check isndition 6 which splits
into 4 equations thaachshould implyi’ < i (givens andi, i’ with ¢, € {1...s(m)}):

(1) la + m]sjg—in) = [alis1g- (3) lalisig—in = [alis|gi
(2) g + mlsig-ir) = [ + m]js)g-) (4) lalisig—in = lg + ml 51

Here (2) and (3) trivially implyi’ < i since they reduce t8 + s(m) = i + s(m) and
tod’ = 4; (1) and (4) vacuously imply < i since they reduce t3 + s(m) = 7 and to

i’ = i+s(m) which both are impossible givan< i, " < s(m). As all requirements are
fulfilled, we see thaPrey,, succeeds for the given program. After some simplifications,
we end up with the expected preconditions

1<u<m=hlu+m|x, m+1<u<(m+m)= hlu—m]x,
(I>u)V(u>m+m)= hlux, mx.

The Preyunile Function For the analysis ofvhile loops (orfor loops with loop-carried
dependencies), we employ the functi®re, ;. (Fig. 5) which expects a postcondition
©’ where eacl’ € ©' is of the form¢ = wx (w a scalar or array variable).

The idea is to consider assertions of the fefgn=- wx and then repeatedly analyze
the loop body so as to iteratively weaken the antecedenilsaufited point is reached.

To ensure termination, we need a “widening operator” [13Leassertions. A triv-
ial widening operator is the one that always retumme, in effect converting condi-
tional agreement assertions into unconditional. Our imgletation uses disjunction as
a widening operator but returtisie if convergence is not achieved after a certain num-
ber of iterations. Space constraints prevent us from fuekplaining the algorithm (a
variant of which was presented in [5]); we refer the readé¢4}o

6 Experimental Assessment

To assess the ideas presented in this paper, we have davelop@plementation that
checks and infers information flow contracts for SPARK using more precise en-
hanced contract language. The algorithm extends our ingaléation for conditional
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procedure Arraylnit
—+# global out A();

—# derives for all | in A.Range> (A(l) from {});

is
begin
for | in A.Range loop
A(l) = 0;
end loop;
end Arraylnit;

procedure ArrayTransfer
—+# global in B(x),
—# out A(x);
—+# derives for all | in A.Range> (A(l) from B(l)):
is
begin

for 1 in A.Range loop

A(l) = B(I1);
end loop;

end ArrayTransfer;

procedure ArrayPartitionedTransfer
—+# global in B(x), C(x), K,

procedure ArrayScrub —i# out A(x);

—+# global in ScruhConstant, —+# derives for all | in range
—# out A(x); —# A'First .. K= (A(l) from B(l)) &
—+# derives for all | in A.Range > —# for all I in range
—# (A(1) from ScruhConstant —# K+1 .. A’Last = (A(l) from C(IK));
—# when shouldscrub (A(1))); is
is begin
begin for 1 in range A'First .. K loop
for | in A.Range loop A(l) = B(1);
if shouldscrub(A(l)) then end loop;
A(1) := Scrub.Constant;
end if; for 1 in range k+1 .. A’'Last loop
end loop; A(l) = C(1K);
end loop;

end ArrayScrub;
end ArrayPartitionedTransfer;

Fig. 6. Information flow contracts inferred by our implementation for a selectie@xamples.

contracts described in [5] to support arrays, universaligrgified flow contracts, and
precise processing ébr loops as detailed in previous sections.

We tested this implementation on an information assurappdication (a MILS
Message Router) that presents a number of challenges dtgedxténsive use of ar-
rays, a collection of embedded applications (an Autopéddflinepump, a Water Boiler
monitor, and a Missile Guidance system — all developed detsi our research group),
and a collection of small programs that we developed oueseiy highlight common
array idioms that we discovered in information assurang@ieations. We provide a
more detailed assessment of the MMR example after summagrthie results of the
experiments and illustrating the following array idiom exaes (see Fig. 6 ).

— Arraylnit: A procedure that initializes all elements of an array to aipalar value.

— ArrayScrub: A procedure that replaces the elements of an array thafysatgse-
determined condition, with a particular value.

— ArrayTransfer: A procedure that transfer the elements from one array tchanot

— ArrayPartitionedTransfer: Similar to the previous one except that the transfer
from one array to the other is done only within certain piamis (ranges) defined
in each array.

In each of these examples, using original SPARK contrazayais would have allowed
us to specify only that information is flowing from one entigay to another. Fig. 6
illustrates how our conditional and quantified contracisvab much more precise ver-
ified specification of the flows.

A total of 66 procedureswere analyzed, and information flow contracts were in-
ferred for all of them, takindess than two seconds for eacto run on a Core 2 Duo
2.2GHz processor and 3 GB of RAM. Of these procedures, téndad array manipu-
lations that tested our new extensions to the logic. In alhete cases, our implemen-
tation generates a quantified information flow specificasbowing the dependence
dynamics in the arrays.

The MMR Example: The MMR (MILS Message Router) is an idealized version of a
MILS infrastructure component (first proposed by researchtthe University of Idaho
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Fig. 7. Diagram of the MILS Message Router.

[25]) designed to mediate communication between parstin@separation kerngl6]
— the foundation of specialized real-time platforms useskicurity contexts to provide
strong data and temporal separation.

Fig. 7 illustrates a set of partition processes that exetuge static round-robin
schedule. During each schedule cycle, each process issallimypost up to one bounded-
size message to each of the other partitions and receiveagesfom partitions sent
during the previous cycle. Different partitions do not coumicate directly. Instead,
they post messages to the MMR, which only propagates a me#fsagonforms to a
static security policy represented by a two dimensionaldmoarrayPolicy indexed by
process IDs. In Fig. 7, a shaded square (representing the ale) in the Policy array
indicates that the row process.g, B) is allowed to send messages to the column pro-
cess €.g, D). The figure illustrates that unidirectional communicatcan be enforced
(e.g, Dis not allowed to send messages to B).

During the posting, the infrastructure attaches an ungi@header to the message
indicating the ID of the sender process and the ID of the dastin process. The MMR
places each posted message in a pool of shidlerdoryslots (represented as an array
of messages), and updatesinters(represented as a two-dimensional array of indices
into Memory) that organizes incoming/outgoing messages. During pgpséiMemory
cell indexed by rowA, columnB holding pointerX indicates that the memory location
pointed to byX is “owned” by proces# and holds a message from procéssestined
for proces8B. Entries in Flags (an array of boolean values with the same$ions as
Pointerg indicate if the corresponding entry Rointersrepresents a valid message or a
“place holder” default message that will not be propagatethe MMR.

Fig. 8 (a) displays the SPARK code for proced&sit e that implements part of
the MMR routing phase. Conceptually, messages are routesivBppingPoi nt er s
entries. BeforeRout e is executed, the array of pointers pointsostgoingmessages,
whereas after routing it points tnocomingmessages. After routing,Menory cell in-
dexed byPoi nt ers row A, columnB holding pointerX indicates that the memory
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procedure Route procedure Route

—+# global in Policy.CommPolicy; —+# global in Policy.CommPolicy;

—# in out Flags, Pointers, Memory.Me@pace; —# in out Flags, Pointers, Memory.Me@Space;
—+# derives Pointers from«, Policy.CommPolicy, Flags & —# derives for all | in LbLt.Proc.ID => (

—# Memory . MemSpace from =, Policy.CommPolicy, —# for all J in Lbl.t.Proc.ID => (

—# Pointers, Flags & —# Pointers(1,J) from

—# Flags from =, Policy.CommPolicy; Pointers(J,l) when

is
T : Lbl_t.Pointer;
begin
for I in Lbl.t.ProcID loop
for J in Lbl_t.ProcID range
I .. Lbl.t.ProcID’Last loop
if not Policy.Is.Allowed(l,J) then
Memory . Write (Msgt.Def.Msg, Pointers(l1,J));
Flags(l,J) := FALSE;
end if;
if not Policy.Is.Allowed(J,I) then
Memory. Write (Msgt.Def.Msg, Pointers(J,1));
Flags(J,l) := FALSE;
end if;

(Policy.Is.Allowed (I,J
and (Flags(l,J))
or (Policy.Is.Allowed(J, 1)
and Flags(J,1)),
* when
(not (Policy.IsAllowed(1,J)
and Flags(1,J))) and
(not (Policy.IsAllowed(J,1)
and Flags(J,1))) &
for all | in Lbl_t.Proc.ID => (
for all J in Lbl.t.Proc.ID => (
Memory . MemSpace (Pointers(1,J)) from
{Msg.t.Def.Msg} when
not Policy.IsAllowed(l,J),

LOLLLLLLLL UL LU L LL L UL

it Flags(l,J) or Flags(J,!) then « when
T := Pointers(1,J); Policy.IsAllowed(1,J))) &
Pointers(1,J) := Pointers(J,1); for all I in Lbl_t.Proc.ID => (
Pointers(J,1) := T; for all J in Lbl.t.Proc.ID => (
end if; Flags(l,J) from
end loop; {FALSE} when
end loop; not Policy.IsAllowed(1,J),
end Route; * when
Policy.Is Allowed (1,J)));
@) (b)

Fig. 8. Source code and initial specification for procedsoait i ng of the MILS Message Router
(a), and information flow specification for the same procedure usitendrd specification and
analysis techniques for arrays (b).

location pointed to by is “owned” by proces# and holds a message from process
B sent to procesA. For any two processesandB, the first two conditional blocks in
Rout e determine if messages frofnandB (and vice versa) are allowed by the security
policy. If a message is not allowed, then the memory locatiolding it is cleared with

a default message and the correspondiinggs entry is set tdalse Then, if there re-
mains a valid message flowing in either directiBoyt e swaps thévenor y cell indices

in Poi nt er s so that the ownership between the memory locations is egetbamong
the processes (note that if a message is allowed in one idingmiit not the other, the
swap will propagate a default message in the “disallowerfation).

There are multiple reasons why it is very difficult to veritatically that the MMR
conforms to the end-to-end information flow policy as capduby thePolicy matrix.
First, the examples of Section 2 illustrated the difficti# statically reasoning about
individual cells of an array, and, in the MMR, invalid messatpannels are “squelched”
by clearing out (with a default message) individual cellthn a large array. Second,
the information flow path between two partitions is not inmpémnted via direct reference
to source and destination memory cells, but instead ingodvkevel of indirection via
the Pointersarray. Third, the information flow path through the MMR beémetwo
partitions is not staticd.g, as is the case for information flow between two variables of
scalar type), but it is changing — information for the sameoceptual path flows through
differentMemorycells whose “ownership” changes on different iterations.

As anticipated, Figure 8 (a) illustrates that the origin®ARK annotations for
Rout e are far too imprecise to support verification of the desiredt®-end policy. For
example, theler i ves clause foiPoi nt er s states that the final value of the array is de-
rived from its initial value €), from the communication policyrol i cy. CommPol i cy),
and from the array of flag$( ags). The problem here is that the forced abstraction of
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Poi nt er s array cells into a single atomic entity collapses the irdinalallowedinter-
partition information flow channels (where we needed tofyeseparation of channels
and does not capture the fact that some inter-partition flaxgslisallowed Further-
more, we have lost information about the specific conditmfithe Pol i cy that enable
or disable corresponding flows iPoi nt er s. Finally, without precise accounting of
flows for Poi nt er s, it is impossible to get a handle on what we are most intetléate
flows of the actual messages througmor y.

Figure 8 (b) displays a contract in our extended contraguage that is automat-
ically inferred using the precondition generation aldaritof the preceding section.
Thederi ves clause forPoi nt er s uses nested quantification (derived from the nested
loop structure) to capture the “swapping” actionRofut e. Moreover, it includes the
conditions under which the swapping occurs or under wRmmt er s(1, J) retains
its value. Thavenory deri ves clause correctly captures the fact that the cell holding
an outgoing message is “cleared” with the default messagmhre policy disallows
communication between the sender and destinatiordéheves clause foiFl ags has
a similar structure).

7 Related Work

The first theoretical framework for SPARK information flowpsovided by Bergeretti
and Caré [9] who present a compositional method for inferring andoiing depen-
dencies among variables. That approach is flow-sensitivikeumost security type
systems [31, 6] that rely on assigning a security level (higr “low”) to each vari-
able. Chapman and Hilton [11] describe how SPARK infornraflow contracts could
be extended with lattices of security levels and how the SPERaminer could be en-
hanced correspondingly. Rossedtaal [25] show how the existing SPARK framework
can be applied to verify variousnconditionalproperties of a MILS Message Router.
Apart from Spark Ada, there exists several tools for analyznformation flow, notably
Jif (Java + information flow) which is based on [21]), and Feawml [28].

Agreement assertions (inherently flow-sensitive) wereodhiced in [2] together
with an algorithm for computing (weakest) preconditiong, the approach does not in-
tegrate with programmer assertions. To address that, aanblgze heap-manipulating
languages, the logic of [1] employisreekinds of primitive assertions: agreement, pro-
grammer, and region (for a simple alias analysis). But,esithose can be combined
only through conjunction, programmer assertions are noosinfty integrated, and one
cannot captureonditionalinformation flows. This motivated Amtoft & Banerjee [3]
to introduce conditional agreement assertions (for a meapipulating language); in
[5] that approach was applied to the (heap-free) SPARKrgptind worked out ex-
tensively, with an algorithm for computing loop invariarstsd with reports from an
implementation. All of these works treat arrays as indblisientities.

Reasoning about individual array elements is desirablehf®mprecise analysis of
a loop that traverses an array. We have established syntaadi semantic conditions
for when we can allow such fine-grained analysis; these tiondiinclude what is es-
sentially the absence of loop-carried dependencies. Tigigests a relationship to the
body of work, with [24] as a seminal paper, addressing whepdocan be parallel-
lized. Our conditions are more permissive though since #fleyv a location to be read
beforeit is written, as for the loop bodyi[¢] := h[g + 1] (whereas we do not allow
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hlg+ 1] := hlg]). Even though our focus is on the flow between between arey el
ments, not their actual content, we might look into the bofiywark on static analysis
of array content to see if some techniques may improve thagioa of our analysis.

Rather than designing a specific logic for information flonea@an employ general
logic as does the recently popular self-composition teqimi Here the information
flow property which we encode d3:x} S {yx} is encoded a$x = 2’} S;S" {y =
y'} whereS’ is a copy ofS with all variables renamed (primed); such a property can
be checked using existing static verifiers. This is the apgindoy Barthe et al. [8] that
was extended by, e.g., Terauchi and Aiken [30] and Nauma2h Jhe effect of self-
composition can also be obtained through dynamic logicpag ¢by Darvas et al [14].

When it comes t@onditionalinformation flow, the most noteworthy existing tool is
the slicer by Snelting et al [29] which generapegh conditionsn program dependence
graphs for reasoning about end-to-end flows between spkgfisgram points/vari-
ables. In contrast, we provide a contract-based approactofapositionakeasoning
about conditions on flows with an underlying logic repreaéah that can provide ex-
ternal evidence for conformance to conditional flow projsrtWe plan to investigate
the deeper technical connections between the two appreache

Ground-breaking efforts in certification of MILS infrastture [17, 19] have used
approaches in which source code has been hand-translateexiecutable models in
theorem provers such as ACL2 and PVS. While the direct theqmwving approach
followed in these efforts enables proofs of very strong prips beyond what our
framework can currently handle, our aim is to dramaticadigiuce the labor required,
and the potential for error, by integrating automated teqplnes directly on code, mod-
els, and developer workflows to allow many information flowifieation obligations
to be discharged earlier in the life cycle.

8 Conclusions and Future Work

We believe that the results of this paper provide anotherahstnation that informa-
tion flow logic as introduced in [2] provides a powerful andxitde framework for
precise compositional reasoning about information flone Tdgic seems particularly
well-suited for SPARK because (a) it naturally providesmaastics for SPARK’s orig-
inal flow contracts, and (b) SPARK'’s simplicity means thate@sive use of the more
complicated aspects of the logic (e.gbject invariantgequired to handle the heap[3])
can be avoided while still yielding significant increasegiecision compared to the
original SPARK contract language.

Several challenges remain as we transition this work interafironment that will
be used by industrial engineers. First, the contracts tleahfer can be so precise that
they become large and unwieldy. The complexity of the catdgran these cases often
results when the contract makes distinctions betweenrdiffeconditional flows that
are unnecessary for establishing the desired end-to-emgfiticy of a system or sub-
system. We are developing tool-supported methodologi@sghide programmers in
writing more abstract specifications that capture disiimst required for end-to-end
policies. Second, although our treatment of arrays usiratiication works well for
buffer manipulations often seen in information assurarmaieations, it works less
well when trying to describe flows between elements of datacktres such as trees
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implemented using arrays. We are investigating how seiparligic might be able to
provide a solution for this.
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