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recall on last presentation

• Goal: Identify Android apps that will send 
out sensitive information without user’s 
acknowledgement.

• .dex     .jar : using dex2jar

• using Indus to slice the jar file and find if 
there is a flow from the sensitive  
information to the internet.
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summary on second phase

• flow of the application tools
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setup the environment 

• first step: get indus compiled and running 
from command line. 

- issues under Mac OS: not support older 
version swt library, so the configure GUI 
cannot launch. Ant core class could not be 
found.

- solution: compiled and configured under 
Windows 7, then running in Mac.
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get on the track

• Using dex2jar to transform some apps 
from .dex to .jar file

• indus can only analyze classes which are 
JVM 1.4 compatible, so we tried to use asm 
to convert the bytecode into JVM 1.4 
compatible format. But this turned out to 
be complicated.

• Found a tool called Retrotranslator, which 
does exactly what we wanted.
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after downgrade
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Find the source and sink

• Obtain the TaintDroid source code, and 
learn how to define the source and sink.

- They actually modified the operating 
system classes, define there own classes for 
connivence.

- tracking the classes where taint tag has 
been placed.
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Find the source and sink

Tuesday, April 5, 2011



play around with indus

• learned how to define slice criteria and 
scope: no line number in the bytecode. 
Need Jimple level criteria.

• find out proper source and sink as slice 
criteria for each apps, and perform 
backward slice from sink or forward slice 
from the source
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play around with indus

• localLocationManager = (LocationManager)paramContext.getSystemService("location");
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play around with indus

specify the criteria
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problems encountered in debugging

• Type(12) exception in soot : the parent 
class for java/lang/Object is null.

• Type cast exception in soot when doing 
forward slicing : need to turn off the 
synchronization dependency.

• Null pointer exception in java.

Tuesday, April 5, 2011



problems encountered in debugging

• sometimes you could have this:
• Considering 33: aload_1[33]

Exception in thread "main" java.lang.RuntimeException: 
java.lang.RuntimeException: TypeStack merging failed; unequal stack lengths: 1 
and 0
	 at edu.ksu.cis.indus.tools.AbstractTool.run(AbstractTool.java:287)
	 at edu.ksu.cis.indus.tools.slicer.SliceXMLizerCLI.executeForSingleSlice
(SliceXMLizerCLI.java:452)
	 at edu.ksu.cis.indus.tools.slicer.SliceXMLizerCLI.main(SliceXMLizerCLI.java:
301)
Caused by: java.lang.RuntimeException: TypeStack merging failed; unequal stack 
lengths: 1 and 0
	 at soot.coffi.TypeStack.merge(TypeStack.java:137)
	 at soot.coffi.CFG.jimplify(CFG.java:1392)
	 at soot.coffi.CFG.jimplify(CFG.java:1126)
........
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15 apps evaluation

• utilities : skype, androot, antivirus, 
historyeraser, t800khdv

• entertainment: cestos, solitaire, talkingtom

• social: bump, movies, wertago,dwell, mfwx

• weather: weather_channel, weatherbuglite, 
mjtqv
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15 apps evaluation

• get 2 apps sliced by indus

• 8 apps has this type(12) error

• 5 apps has other exceptions
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locate the root problem

• Thinking from the very beginning : which 
part of the transformation chain breaks?

• we are screwed by dex2jar : after transform 
to the jar file, the class file could not be 
verified by JVM 1.4

• It won’t work if I do a .dex to .jar 
transformation using dex2jar, and then use 
dx.jar to restore to .dex.
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locate the root problem

• the author of dex2jar released a new 
version several days ago, claimed that fixed 
many issues, include that the parent type of 
java/lang/object is null.

• but still remain incomplete.
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possible ways

• try on open source android apps

- hundreds of open source apps available 

- start from the source code

- concerns: need to be JVM 1.4 compatible. 
And these apps could be less “interesting”.
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discussion

• How future work will go?
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