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Abstract.  This paper addresseshe problem of checing programs writ-

ten in an object-oriented language to ensure that they satisfy the in-
formation o w policies, con dentialit y and integrity. Policy is specied

using security types. An algorithm that infers such security typesin a
modular manner is preserted. The speci cation of the algorithm involves
inferencefor libraries. Library classesand methods maybe parameterized
by security levels. It is shown how modular inference is achieved in the
presenceof method inheritance and override. Soundnessand complete-
nesstheorems for the inference algorithm are given.

1 Intro duction

This paper addresseghe problem of cheding programsto ensurethat they sat-
isfy the information o w policies, con dentialit y and integrity. Con dentialit y,
for example, is an important requiremert in sewral security applications { by
itself, or as a componert of other security policies (e.g., authentication), or as
a desirable property to enforcein security protocols[1]. In the last decade,im-
pressive advanceshave beenmadein specifying static analysesfor con dentialit y
for a variety of languages[14]. Information o w policy is expressedby labeling
of input and output channelswith levels, e.g., low, or public, (L) and high, or
secret, (H) in a security lattice (L  H). Many of these analysesare given in
the style of a security type system that is shown to enforce a noninterferenae
property [6]: a well-typed program doesnot leak secrets.

Previous work of Banerjee and Naumann provides a security type system
and noninterference result for a classbased object-oriented languagewith fea-
tures including method inheritance/overriding, dynamic binding, dynamically
allocated mutable objects, type casts and recursive types[3]. It is shovn how
seweral object-oriented features can be exploited as covert channelsto leak se-
crets. Type cheding in Banerjee and Naumann's security type system requires
manually annotating all elds, method parametersand method signatureswith
security types.
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The primary focus of this paper is the automatic inference of security type
annotations of well-typed programs. In this paper, we are not interested in full
typeinference,and assumethat a well-typed program is given. There are se\eral
issuesto confront. First, we demand inference of some, possibly all, security
levels of elds in a class. This meansthat security types of elds will involve
level variables and the sameis true for method typeswhere level variables will
appear in typesof method parametersand in the result type.

The secondissue, a critical challenge for scalability, is achieving modular
security typeinferencefor class-basedanguagesA non-modular, whole-program
inference, say, for the languagein [3], would perform inferencein the context of
the ertire classtable; if method m in classA is called in the body of method n
declaredin classB, then the analysis of B:n would also involve the analysis of
A:m. Moreover, every useof A:m in amethod body would necessitatets analysis.
Our insistenceon modular inferenceled us to the following choices:code is split
into library classes(for which inference has already been performed) and the
current analysis unit (for which inferenceis currently taking place). Inference
naturally producespolymorphic types;so it seemedappropriate to go beyond
previous work [3] and make libraries polymorphic. To track information ow,
e.g.,via eld updates, constraints on level variables are imposedin the method
signature; thus library method signatures appear as constrained polymorphic
types. To avoid undecidability of inferencedue to polymorphic recursion [8,7],
mutually recursive classesand methods in the current analysisunit are analyzed
monomorphically. *

Becausewe are analyzing an object-oriented language,the third issuewe con-
front is achieving modular inferencein the presenceof method inheritance and
override. The current analysisunit can contain subclassesof a library classwith
somelibrary methods overridden or inherited. To achieve modularity, we require
that the signature of a library method is invariant with respect to subclassing.
Getting the technical details correct is a formidable challengeand one which we
have met. We provide someintuition on the problem preserly.

The researt reported in this paper is being carried out in the context of a
tool, currently under developmen, that handlesthe above issues.The tool helps
the programmer designa library interactively by inferring the signaturesof new
classestogether with a constraint setshowing the constraints that level variables
in the signature must obey. The security typesof the new classesare inferred in
the context of the existing library. The new code may inherit library methods
{ this causesthe polymorphic signature of a library method to be instantiated
at every use of the method, and the instantiated constraints will apply to the
current context.

Handling method override is more subtle; modularity requiresthat the poly-
morphic type inferred for a library method must be satis ed by all its overriding
methods. For an overriding method in a subclass, if the inference algorithm

1 It is possiblethat becausewe are not doing full typeinference, polymorphic recursion
in this setting is decidable. But we do not yet have results either way.



generatesconstraints that are not implied by the constraints of the superclass
method, then the unit must be rejected.

To cope with such a situation, there are a couple of approaches one may
adopt. Becausechanging library code makesthe inferenceprocessnon-modular,
one can changethe code in the subclass,by relabeling eld and parameter levels
with ground constarts in a sensibleway, and re-run the tool to deliver the relaxed
signatures. (This will be illustrated by an examplein section4.2). A more prac-
tical approadh is that during library design,the designermay want to consider
anticipated usesof those library methods that are expectedto be overridden in
subclassesThe inferred signature of such library methods { an extreme example
being abstract methods with no implementation { may be too general; hence,
the designermay want to make someof the eld typesand method signatures
more speci c. Then, there would be more of a possibility that the constraints in
the method signatures of library methods will imply those in the signatures of
the overriding methods. Thus the security type signature we assumefor library
methods is allowed to be an arbitrary one.

Contributions and overview. This paper tackles all of the issuesabove. Our
previous work [3] did not cope with libraries. Here, we do; thus we provide a
new security type systemfor the languagewith polymorphic classesand methods
that guaranteesnoninterference.We provide an inferencealgorithm that, in the
context of a polymorphic library, infers security type signatures for methods
of the current analysis unit. By restricting the current analysis unit to only
contain monomorphictypes,we can show that the algorithm computesprincipal
monomorphic types, asjustied by the completenessof the inferencealgorithm
for such restricted units. Although there have been studies about both type
inference and information ow analysis for imperative, functional and object-
oriented programs, we have not found any work that addressessecurity type
inference for object-oriented programs in the presenceof libraries. We believe
that the additional details required to accourt for modularity in the presenceof
method inheritance and override are a novel aspect of our work.

After discussingtwo simple examplesin section 2, we describe the language
extendedwith parameterizedclassesn section3, explain the inferencealgorithm
in section 4 and give the soundnessand completenesstheorems in section 5.
Related work and a discussionof the paper appear in section 6.

2 Examples

Consider the following classes:

class TAX extends Object f

int income;

int tax(int salary)f self.income:= salary; result := self.income* 0.20; gg
class Inquiry extends Objectf

TAX employee;int est;

bool overpay()fint tmp:=emplo yee.tax(1000);result:=(tmp self.est)gg



The type of method tax in classTAX, written mtype(tax, TAX), isint ! int.
Assuming that income has security level H, a possiblesecurity type for method
tax, isL; H hHil H: whenthe level of the current object? is L and the level of
salary is at most H then tax returns aresult of level at mostH and only H elds
(the H in the middle) may be updated® during method execution. This security
type can be veri ed using security type cheding rules for method declaration
and commands.

In security type inference,we infer security typesfor the level of eld income
and for method tax. We assumethat TAX is a well-formed class declaration.
The inference algorithm is given class TAX as input, but with income's type
annotated, e.g.,as(int; 1), where 1 is a placeholderfor the actual level of the
eld. It is alsopossiblefor income to be annotated with a constart level (e.g., L
or H). Apart from annotating elds, we alsoannotate the parameter and return
types of methods. In the sequel,we will let letters from the beginning of the
Greek alphabet range over level variables.

The type, ( 2; s hail 4)jf s 1 3 1, 2 11 49 is
inferred for method tax; that is, if the level of the TAX object is at most , and
the level of salary is at most s, then the level of the return result is at most 4
and elds of level at most 3 can be assignedto during execution of tax. The
rst constraint precludes,e.g.,assigningH valueto L eld.

The classTAX cannow be converted into a library class,parameterizedover

1 and method tax given a polymorphic method signature.

class TAX< ;>extends Object f
(int; ) income;
(int; 4) tax((int; s) salary)fself.income= salary; result ;= self.income*0.20;gg

Library classTAX< 1> can be instantiated in multiple ways in the analysis
of another class, for instance, by instantiating 3 with a ground level, say H.
The intention is that for any ground instantiation of 1;:::; s that satis es the
constraints, the body of TAX should be typable in the security type system.

The inferenceof classinquiry takesplacein the corntext of the library contain-
ing TAX. BecauseTAX is parameterized,the type of eld employeeis assumed
to be TAX< 1> and the level of employeeis ,. We could have chosenthe level
of employeeto be H, but by typing rules, this would prevent accesgo a public
eld, say name of employee Note that the level of est is completely speci ed.
The inferred type of method overpay is ( 6;() h 7i! 3g)]j K. Someof the con-
straints in K generatedby our inferencealgorithm are ¢ 8 1 g and
2 8

Suppose Inquiry is annotated di erently, so that the type of the employee
eld is (TAX<H>, »), i.e., 1 above has been instantiated to H. Then the
level of the result of the call to tax (i.e., level g) will alsobe secret{ this was
predicted by the constraint ; g. Suppose Q is an object of type Inquiry

2 j.e., the level of self. This information is usedto prevent leaks of the pointer to the
current target object to other untrusted sources|3].

% This information, called the heap e ect, is required to prevent leaks due to implicit
o w via conditionals and method call [5, 3].



and supposethat its level is H. Then to prevernt implicit information leakage
due to the call to overpay, the return result should be H [3]. This can be seen
from the constraint ¢ g with 4, the level of Q, instantiated to H. Finally,
if employeeitself is H, then the constraint g forcesthe level of the return
result to be H as expected.

Section 3 formalizesthe annotated languageand discusssecurity typing rules
for which noninterferencecan be shown. Next, section4 considersa sublanguage
of the annotated language with programs annotated with level variables; for
this language we specify an algorithm that infers security types. We discuss
restrictions of the languageto handle undecidability of inferenceand formalize
inferencefor inheritance and override of library methods in the current analysis
unit in a way that maintains modularity. Theserestrictions and treatments will
be illustrated by an examplethat overrides method TAX.tax in section4.3.

3 Language and security typing

We use the sequetiial class-basedlanguage from our previous work [3]. The
di erence is in the annotated language,where classesand methods may be poly-
morphic in levels. This allows a library classto be usedin more than oneway. We
make an explicit separationbetweena library classand a collection of additional
classeghat are basedon the library.

First, someterms: a unit is a collection of classdeclarations. A closel unit
is a collection of classdeclarations that is well formed as a complete program,
that is, it is a classtable. The library is a closedunit from which we need its
polymorphic type signature, encaded in someauxiliary functions de ned later.
A program basedon a library can consistof seeral classeswvhich extend and use
library classesand which may be mutually recursive. We use the term analysis
unit for the classesto which the inferencealgorithm is applied. Due to mutual
recursion, seeral classesmay have to be consideredtogether. An analysis unit
must be well formed in the sensethat the union of it with the library should
form a closedunit.

The annotated language. We shall now de ne the syntax for library units and also
adapt the security typing rules from our previous work to the presert language.
Esserially, a polymorphic library is typable if all of its ground instancesare.

The grammar is in Table 1. Although identi ers with overlinesindicate lists,
some of the formal de nitions assumesingletonsto avoid unilluminating com-
plication.

Since the problem we want to addressis secureinformation ow, all the
programs are assumedto be well formed asordinary code;i.e. whenall levelsare
erased,including classparameters< >. Typing rules for our Java-like language
are standard and can be found in our previous paper [3]. It su ces to recall that
a collection of class declarations, called a class table, is treated as a function
CT sothat CT(C) is the code for classC. Moreover, eld (f; C) givesthe type
of eld f in classC and mtype(m; C) givesthe parameter and return typesfor



Table 1. Language grammar

T = bool jC (where C rangesover ClassName)
= HjL (level constants)
= (level variable, constant)
U :=T<> (we alsouseW and R for this category)
CL := class C<> extends Uf(U; ) f; Mg
M = U m (U x)fSg
S =x:=ejef =ejx:=newU jx:=em(@jS;SjUx:=einSj
if ethen Selse S
e =xjnul jtrue jef je== ejeis Uj(U)e

method m declared or inherited in C. Subtyping is invariant: D  C implies
mtype(m; C) = mtype(m; D).

We useT to represent an ordinary data type, while U rangesover parame-
terized classtypes, which take the form T< >. Declaration of a parameterized
classbinds somevariables — in the typesof the superclassand elds:

class C<™> extends D< >f(U; 9 f;Mg

All variablesappearingin eld declarationsare bound at the classlevel. Thusthe
parameterizedclassdeclaration above must satisfy a well formednesscondition:

var( ) [ var(U)[ var( 9. Thesevariables, if appearin method declaration
and body, are also bound in classlevel. The rest free variables are bound in
method level for method polymorphism.

Field types, including security label, can be retrieved by a given function
Is eld (f ; U) which returns the appropriate type of eld f in a (possibly instan-
tiated) classU. Thus for the declaration displayed above, Iseld (f;C<™) =
(U; 9, and for any 0f the right length, Iseld (f;C< %)= (U; 9[— 9.
We require that Iseld (f;U) isdened i field(f;T) is de ned, and moreover*
if U UCandlseld (f;U9 is de ned, then Iseld (f;U) = Is eld (f ; U9).

Method types, possibly polymorphic, need more delicate treatment. Types
for methods are given using a signature function Ismtype sothat Ismtype(m; U),
for method m declaredor inherited in classU returns m's signature and a set
K of constraints in the form of inequalities between constarts and variables.
We require that Ismtype(m; T< >) is dened i mtype(m;T) is, and in that
casethe signature takes the form o;(U; 1) h2i! (R; 3)jK. The signature
expresseghe following policy: If the information in \self" is at most o and the
information in parametersis at most ; with type U, then any elds written
are at level , or higher and the result level is at least 3, with result type R
provided that the constraints K are satis ed.

Following our previous work [3], we also require invariance under sulzlass-
ing: if U R and m is declared in R, then Ismtype(m; U) = Ismtype(m; R)
(regardlessof whether m is inherited or overridden in U). Analogousto the sub-

4 The security subtyping relation is de ned in Table 2.



Table 2. Auxiliary de nitions

For T;T%suchthat T T° we de ne:

instance(T<>; T) = T<>

instance(T<>; T9Y = let class T<™> extends T’ > = CT(T)
in instance(T°% [~ > T9

T<> T% & instance(T<—>;TY = T &

let T% 0% = ijnstance(T< > ;T9Y

tcomp(T< >; T% 0>)
in [ f P %P MY

classingrequiremert on methods in object-oriented languages,this is to ensure
information o w security in the context of dynamic method dispatch.

The subtyping relation must take polymorphism and information ow
into accourt. For built-in type, we de ne bool bool. Class subtyping can
be chedked using the  function de ned in Table 2, which propagatesinstan-
tiation of a classup through the class hierarchy. The de nition usesanother
function, instance, that carries out this propagation and constructs a suitable
instantiation of a supertype. The auxiliary de nition for downcastappearsin the
appendix. For usein inference,we needto generatea set of constraints suc that
two typeswith variables are in the  relation; this is the purpose of function
tcomp. We assumethat if the analysis unit mentions a parameterized class, it
provides the right number of parameters.

Security typing rules. Although the typing rules work with parameterized class
declarations and with polymorphic method signatures, the typing rules for ex-
pressionsand commandsin method bodies only apply to ground judgemerts. A
security type context  is a mapping from variable namesto security types.We
adopt the notation style for typing judgemerts from [3]. A judgemert " e:
(U; ) saysthat expressione in context  hassecurity type (U; ). A judgemert

* S:com 1; » saysthat, in the context , command S writes no variables
belov i, whichisin the store and will be goneafter the executionof the method,
and no elds below 5 , which will stay in the heap until garbage-collected.

We give the rule for method call, x := e:m(€), below. It usesthe polymorphic
signature function of the method m, and requiresthat there must be somesatis-
fying ground instance compatible with the levels at the call site; this is ensured
by requiring satis abilit y of a constraint set K © which cortains the constraints
neededto match security typesof parametersand argumerts.

B poxi(Up ) er (W 5)
;o x2(U; ) el (U; ) Ismtype(m; W) = ¢;(U% ) h4it (U% ,)jK
5 3 Ko%= K [ K% tcomp(U%U)[ tcomp(U® U)
K 00= f—=2 2 S 1, 3 0, 3 10 K %is satis able
; X:(U; )" x:=em(e) :com s5; 6




Table 3. Typing rules for method declarations and classdeclarations

Ismtype(m; C< %) = o;(U; ) hsil (U; 4)jK
V = vars( o;(U; ) hsil (U; 4)jK)
for all | with ok(K;V;1):let o;(U%7) hail (U% 4)=1( 0;(U;7) hail (U; 4))in
X :(U%);self :(C; o); result :(U°; 4) S:com 1; 2 3 2

C< % extends R~ U m(U x)fSg

foral M 2 M,all : C<> extends |(R) I(M) wherel = [T 7]
* class C<> extends RfUf;Mg

Table 3 givesthe rules for classand method declarations. A classdeclaration
is typable provided that all of its method declarations are. Typing a method
declaration requires cheding its body with respect to all ground instantiations,
I, over the variables V given by Ismtype. We de ne ok(K;V;l) to meanthat |
satises K.

Noninterference. Like FlowCaml [15], our system usesa level-polymorphic lan-
guage, both for more expressiw libraries and becauseit is the natural result
from inference. The noninterference property assertedby a polymorphic type
is taken to be ordinary noninterferencefor all ground instancesthat satisfying
the constraints that are part of the type. By lack of spacein this paper, we
omit the semartics and thus cannot formally de ne noninterference.Informally,
a command is noninterfering if, for any two initial statesthat are indistinguish-
ablefor L (i.e., if all H elds and variables are removed), if both computations
terminate then the resulting states are indistinguishable. Indistinguishabilit y is
de ned in terms of a ground labeling of elds and variables. A method declara-
tion is noninterfering with respect to a given type if its body is noninterfering,
wherethe method type determineslevelsfor parametersand result. A classtable
is noninterfering if, for every ground instantiation of every class, every method
declaration is noninterfering.

The forthcoming technical report [18] shows that if a classtable is typable
by the security rules then it is noninterfering.

4 Inference

In this section we give the complete inference process.The algorithm has two
steps.In the rst step (sections4.1 and 4.2) it outputs the constraints that en-
sure the typability of the classesbeing cheded. In the secondstep (section 4.3),
it takesthe output from the rst step, producesthe parameterized signatures,
and cheds the subclassinginvariance of these signatures. Then the new param-
eterized signatures can be addedto the library.



4.1 Input

One input to the inference algorithm is the pair of auxiliary functions giving
the polymorphic signaturesof a library, namely, Is eld for elds and Ismtype for
methods.

The other input is the current analysisunit. Unlikelibrary methods, all meth-
ods implemerted in the analysisunit are treated monomorphically with respect
to ead other during the inference,even though they may override polymorphic
methods in the library. In particular, although we do not have explicit syntax
for mutual recursion? mutually recursive classesare put in the same analysis
unit and are treated monomorphically. Method bodies can of courseinstantiate
library methods di erently at dierent call sites.

For any setV of variables, we write | V for some xed renaming that maps
V to distinct variables not in V.

The signature functions, us eld and usmtype, provide the typesof elds and
methods for classesin unit. We refrain from de ning the simpler one, useld.
For any setV of level variables, de ne usmtype(m; T; V) as follows:

1. If T hasa declaration of m
{ If T hasasuperclassU in unit that declaresm, then usmtype(m; T;V) =
usmtype(m; U; V).
{ Otherwise (i.e, any superclassof T that declaresm is in the library),
usmtype(m; T; V) has parameter types and return type as declared in
T; the heap e ect and self level are two variables distinct from all level
variablesin unit and the signature hasthe empty constraint set.
2. If T inherits m from its superclassU
{ If Uisin unit, usmtype(m; T;V) = usmtype(m; U;V).
{ If Uisalibrary class,usmtype(m;T;V) =1 YiIsmtype(m; U).

By de nition, usmtype may return a type that is either monomorphic or poly-
morphic, depending on whether there are any declarations of m in unit at or
above T. If there are none, the method type is polymorphic and a renaming is
neededto ensurevariable freshness.On the other hand, if there is a declaration
of m in unit at or above T, usmtype returns a xed monomorphic type for all
call sites{ evenif m hasalsobeende ned in the library.

4.2 Inference rules

The inferencealgorithm is preserted in the form of rules for ajudgment that gen-
eratesconstraints and keepstrack of variablesin usein order to ensurefreshness
where needed.For expressionsthe judgment hasthe form

cVie:u KV

where V; V0 are sets of level variables, with V.V The judgment meansthat
in security type context , expressione hastype U and level provided the

5 In contrast with explicit syntax for mutual recursion, say, in ML



Table 4. Inference algorithm: selectedcommand cases.

x:(U; 1)t el K
K°=K:i[f 2 1; 3 1g[ tcomp(U%U) 3, 42Vp
px:i(U 1)V xa=e  com( s 4); K% 5 agl V2

( ( 0;(U%7) hiil R; 2)jK = usmtype(m; W; V1)
_(0;(TU%7) hiil R; 2)jK =1 Yi(Ismtype(m;W)) )
px (U v erw 3:Ko; Vo poxa (U Vot B:U THKGW:

V®= vy [ var(K)[ var(R)[ var(U9[ var( o;; 1; 2)
K®= K[ Ko[ Ki[ tcomp(U;U9 [ tcomp(R;U) [ K™
K®=f—3 7 3 0; 3 1, 2 5 5 ;6 1, 3 g
s; 62VP V=1 5 eg[ V¥
x:(U; )V x=em@®  com( s 6);KOVO

constraints in K are satis ed. Each rule also hasa condition to ensurefreshness
of new variables, e.g., 62V. The constraints K may be expressedusing other
new variables; V° collects all the new and existing variables. The correctness
property is that any ground instantiation | of VO that satis es K results in an
expressiontypable in the security type system, once we instantiate  and the
other variables. This is formalized in the soundnessheorem.

There is a similar judgment for commands: ; VS com( 1; 2);K%VO
where V; V0 are level variableswith V. V?meansthat in security type context

, command S writes to variables of level ; or higher and to elds of level
or higher.

We refrain from giving the full set of rules, but discussingjust a few cases,
which are givenin Table 4. The rst rule in the table is for variable assignmeit.
This may help the reader becomefamiliar with the notation. The inferred type
for the assignmet is com( 3; 4), where 3; 4 are fresh. The generatedcon-
straint set K 9 contains the set K ; obtained during the inferenceof e; U° is the
type of e and , is the inferred level of e. As expected from the typing rule
for assignmen, K © contains the constraint setf 1, 3 19 and also the
constraints between variables in U® and U generated by tcomp(U% U), which
ensuresthe subtyping relation betweenU®and U.

The most complicated rule is for method invocation (Table 4). It is developed
from the typing rule for method invocation(Table 3). One can seethat the con-
ditions in the typing rule ewlve to the constraints in the inferencerule. There
are two casesdepending on the static type of the target. If the target is de ned
in the library, Ismtype will return the polymorphic method type and a renaming
| V is usedin the rule for freshness Otherwise, usmtype returns the appropriate
method signature, already renamedif necessaryln both casesthe type will be
matched against the calling context and constraints in the returned signature
will beintegrated. The rule usestcomp to generateconstraints that ensuretype
compatibilit y.

10



Table 5. Inference algorithm for method declaration and class declaration

i VS  com( 1; 2);Ki; Vi = [x:(U; );self :(U; o); result :(R; 4)]
usmtype(m; C; V1) = ( o;(U; )) h il (R; 4)j?
C extends D;V  Rm(UX)fSg Ki[ f 3 20; V1

8M; 2M Cextends D:V; 1~ M; K;:V
Vo class C extends DfUT;Mg [1 i nKi;Va

The rules apply by structural recursionto a method body, generating con-
straints for its primitiv e commands(lik e assignmen and method call) and con-
straints for combining these constituents (like in if/else). The rule for method
declaration, rst rule in Table 5, matchesa method body with its declaredtype
and cheds it, generatingan additional constraint.

The rule for classdeclaration, alsoin Table 5, combinesthe constraints for all
its methods. We refrain from stating a formal rule for the complete analysisunit.
The conclusion,written Ismtype;Is eld ; usmtype; us eld ~ unit K;V depends
on two hypotheses.First, ead class declaration in unit has been chedked by
the rule in the table, yielding constraints K over variables V. This ched is
obtained by enumerating the classdeclarations in unit , threading variable sets
from one classto the next, and then taking for K the union of the constraints.
The initial variable set contains all the fresh variables usedin the de nition of
usmtype and all level variablesthat occur in unit . The secondhypothesisis that
overriding declarationsdo not intro duce new constraints, which would invalidate
the analysisof the library which is assumedin the form of Ismtype. If this ched
fails, the analysisfails. We will addressthe ched at the end of section4.3.

4.3 Building a new library

In this subsectionwe illustrate the manipulation of parameterizedclassesresult-
ing in a new library signature. Then we give the de nitions. Finally, we outline
how subclassinginvariance is cheded.

Producing new signatures. Assumewe de ne a classCreditT AX that extends
TAX. We have lled in level variables where needed.

class CreditT AX extends TAX< > f
(int, o) credit;
(int, 2) tax((int, 3) salary)f
self.income:=salary; result:=self.income*0.2-self.creditgg

Assume usmtype(tax; CreditTAX;f o; 1; 2; 30) returns
( s;(int; 3)) hyil (int; 2)j?. We run the program on the code, and get
the output K;V, where V includes o; 1; 2; 3 and other temporary level
variables generatedduring the inference.

11



To put CreditT AX into the library, we needto produceits signature. First
we de ne the list of formal parametersby collecting variables  from eld dec-
larations and ; from the \extends" clause. Second,we attach the generated
constraint K to ead method in the unit. The converted signature for Credit-
TAX, in pseudaode, is:

class CreditTAX< o; 1> extends TAX < 1> f
credit: (int, o);
tax: (s (int; 2)) hyil (int; 3)jK ;0

Now we formalize the processof producing new signatures. By the algorithm
we can get (K; V) on the classesin the unit. For converting the code, let X be
the set of classnamesdeclaredin unit . We study any classC 2 X. Let V°be
all the variablesin V that appearin the supertype or eld type/label of C. Let
unit © be unit but with every C in X replacedby C<V%. The unit®is now a
parameterizedclasswith polymorphic methods.

Now we needto combine the signaturesfrom the library and the unit. Based
on unit % we will build a new signature function that can accessthe corverted
unit and the library uniformly. Assumeunit {T) = class T<—>f:::qg.

eldmerge (Iseld ;useld)(f;T< >) =
if T inunit then useld(f;T)[~ ]
else Iseld (f;T< >)
methmeme (Ismtype; usmtype; K )(m; T< >) =
if m is inherited from classD in the library then
Ismtype(m; instance(T< >; D))
else (fst(usmtype(m; T;?)jK)[~ ]

In methmerge, T:m is implemented in the unit. Sothe third parameter for
usmtype is insigni cant and the constraint in the return of usmtype(m; T;?) is
empty. We usefst to strip o this empty constraint.

Checking methad declarations for proper override. Rather than delving into al-
gorithmic optimizations, we just specify the ched for overriding declarations
informally. We want to ensurethat U:m properly overrides U%m where U%is a
super classof U. We assumethe constraint set has beensimplied in that only
level constarts and variablesthat arein the formal classparameterlist or method
type signature are kept. For example, f ; g can be transformed into
f gif isinsignicant.

The condition for proper override can be expressedas: Every constraint
in the overriding methad must be entailed [13] by the constraints in the over-
ridden methal. For example, assumelsmtype(U;m) = (L; () h 2! 3)jK and
Ismtype(U%m) = ( 1;() h.i! 3)jK% Wewant to ched if U:m is properly im-
plemerted. Sincethe level of self is L for U:m, 1 = L should be entailed by K °.
Also, if » 3 2 K, K%should ertail it too.

We return to the CreditT AX example.It isnot dicult to gure out that K
is the sameasthe constraint set (after the name conversion) in TAX.tax except
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that there is one more inequality, o 3, in K. This is necessaryto ensure
the typability of CreditT AX, but it makesthe method tax more restrictiv e than
declaredin TAX. When tax is invoked on a CreditT AX object as an instance
of TAX, the caller may assume ¢ = H; 3= L asa valid precondition because
TAX.tax doesnot imposeany constraint between o and 3. But this constraint
is obviously unsatis able for CreditT AX.tax in the context of dynamic dispatch,
and violates the underlying policy. To make CreditT AX passthe chedk g 3
one can relabel eld credit with L.

We only compare constraints for a particular method | it is certainly not
the casethat the constraints from the library imply all constraints for unit, e.g.,
the unit can have additional methods.

Complexity The time/space cost for the inference algorithm to generate con-
straints is low-order polynomial in the size of the program, and independen
of the security lattice. We can show that the time to generatethe constraint
setis O(mn(s + 1)3234P)), where m is the number of methods in the unit; n is
the length of the unit; s;t are the number of distinct variable in classlevel and
method level, perspectively; jPj is the sizeof the permissionset. The size of the
generatedconstraint setis O(n(s + t)323FI),

5 Soundness and completeness of the inference algorithm

5.1 Soundness

Theorem 1 (Soundness of inference algorithm).
Assumesigs = unit K;V. ® Let unit° be the corverted unit and seld =
eldmerge (Iseld ;us eld) and smtype = methmer ge(lsmtype; usmtype; K) be
the converted signatures, then s eld ; smtype” unit ©.

5.2 Completeness of inference algorithm

In our system, the most general signatures of mutually recursive classescannot
berepresened in nite forms. Thusthe inferencealgorithm cannot be complete,
sinceour algorithm will always terminate and produce nite output. We have to
restrict the classedn current analysisunit in order to prove completeness.

De ne a unit to be monomorphially typed if all type referencesand method
invocations for the sameclassor method in a classbody are instantiated exactly
in the sameway.

Theorem 2 (Completeness).
If 1 (unit) is monomorphically typedin | (sigs), the constraints produced by
the algorithm for unit are satis able by an extensionof I .

6 We use sigs to abbreviate Is eld ; Ismtype; us eld ; usmtype.
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In other words, this meansthat the algorithm yields principal typesfor a monomor-
phically typed unit with respect to the polymorphic library. This is analogous
to type inference of recursive functions in ML. For example,in the ML term,
letrec f (x) = t1 inty, all occurrencesof f in t; are monomorphic. The current
unit is comparable to t;, and t, is comparable to classesin other units that
can use current unit polymorphically onceit has been made part of a library.
The theorem relies on lemmas for expressions,commands, method and class
declarations. We only list the lemma for expressionsand commands.

Lemma 1. Assumel (e) is monomorphically typedin I (sigs). If 1 (sigs);I( )"
I(e) :Us; and sigs;; V™ e:U : K;VOwhere U, is a type parameterized
over level constarts, then 91° | : ok(I%K;V)~r =19 )~ U, = 19qU)

Lemma 2. Assumel (S) is monomorphically typedin | (sigs). If 1 (sigs); I ( )
[(S):com 1; ,andsig;; V' S  (com 1; 2);K%VO then
9% 1 :ok(IGKOVYA 1=19 )7r =19 ).

6 Related Work and Discussion

Related Work. Volpano and Smith [19], give a security type system and a
constraint-basedinferencealgorithm for a simple procedural language.The type
system guarantees noninterference: a well-typed program does not leak sensi-
tive data. The inference algorithm is sound and complete with respect to the
type system. Howewer, they do not handle object-oriented features, and their
suggestionto handle library polymorphism by duplicating code is impractical.

Myers [9,10] gives a security type systemfor full Java, but leavesopen the
problem of justifying the rules with a noninterferenceresult. Myers, Zdancewic
and their students have implemented a securecompiler, Jif,” that implemerts
the security typing rules. Jif handles seweral advanced features like constrained
method signature, exceptions, declassi cation, dynamic labels and polymor-
phism. Jif's inheritance allows overriding methods to be more generalthan over-
ridden methods, which meansthat the constraints in the overridden method
must be stronger than the overriding method. However, inferencein the system
is only intrapro cedural. Field and method types are added either manually or
by default.

Simonet presens a version of ML with security ow labels, termed Flow-
Caml[16,15]which supports polymorphism, exceptions,structural subtyping and
the module system. The type systemis polymorphic and has beenshown to en-
sure noninterference.Simonet and Pottier[12] give an algorithm to infer security
types. They also prove soundnessof type inference.

There is arich literature on type inferencefor object-oriented programs [20,
11,2,4,21]. However, we are interested in security type inference, rather than
full type inference;we assumethat a well-typed program is given. We found it

7 On the web at http://iwww.cs.cornell.eduljif /
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dicult to adapt the techniquesin these works becausethey do not consider
modular inferencein the presenceof libraries.

We have a working prototype for a whole program analysis for the language
in [3]. It acceptsa classdeclaration that is partly annotated with level constarts,
generating a constraint set and cheding its satis abilit y. If the code is typable,
the output will be a polymorphic type for the given program in its most general
form. The extension of the prototype for the present paper is currently under
way.

Deployment model. For an application developer, the signaturesin the library
specify security requiremerts. The developer must annotate additional methods
in the current analysisunit with new policies. Running a chek on the annotated
program can then tell whether it is securewith respect to the library policies.

For library designers;the tool is helpful in that it not only enforcesthe speci-
ed security policies, but also givesdesignersa chanceto revisethe result signa-
tures if the signaturesappear too geneal and seemlikely to prevent subclasses
from being implemented becausesubclassescannot introduce new o ws.

To make the result signatures more general for a collection of classes,it
is advisable to make the analysis unit as small as possible. Classesthat make
mutually recursive referencesneed to be analyzed together. This is the only
reasonto make units have more than one class.

Conclusion. The main cortribution of this paper is the speci cation of a modular
algorithm that infers security typesfor a sequettial, class-basedpbject-oriented
language. This requiresthe addition of security level variablesto the language
and moreover, requires classegparameterizedwith security levels. The inference
algorithm constructs a library where ead classis parameterized by the levels
in its elds. Each method of a parameterizedclasscan be given a polymorphic,
constrained signature. This hasthe additional benet of being more expressie
and exible for the programmer. We have given soundnessand completeness
theorems for the algorithm and work is in progresson a prototype. We have
not yet experimented with the scalability of our technique to real sized pro-
grams. Such an experiment and its results will be reported in the rst author's
dissertation. Our work would also benet from a comparisonwith the HM(X)
constraint-based type inference framework [17]. Our suspicion, however, is that
to prove soundnessand completeness,there might be substartial overheadin
the translation of our security typesto the HM(X) framework.
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